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Future computing platforms will increasingly demand more stringent
memory resiliency mechanisms due to shrinking memory cell size, reduced er-
ror margins, higher capacity, and higher reliability expectations. Traditional
mechanisms, which apply error checking and correcting (ECC) codes uniformly
across all memory locations, are inefficient — Uniform protection dedicates re-
sources to redundant information and demand higher cost for stronger pro-
tection, a fixed (worst-case based) error tolerance level, and a fixed access

granularity.

The design of modern computing platforms is a multi-objective op-
timization, balancing performance, reliability, and many other parameters
within a constrained power budget. If resiliency mechanisms consume too
many resources, we lose an opportunity to improve performance. Hence, it
is important and necessary to enable more efficient and flexible memory re-

siliency mechanisms.
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This dissertation develops techniques that enable efficient, adaptive,

and dynamically tunable memory resiliency mechanisms.

First, we develop two-tiered protection, apply it to the last-level cache,
and present Memory Mapped ECC (MME) and ECC FIFO. Two-tiered protec-
tion provides low-cost error detection or light-weight correction in the common
case read operations, while the uncommon case error correction overhead is
off-loaded to main memory namespace. MME and ECC FIFO use different
schemes for managing redundant information in main memory. Both achieve
15 — 25% reduction in area and 9 — 18% reduction in power consumption of

the last-level cache, while performance is degraded by only 0.7% on average.

Then, we apply two-tiered protection to main memory and augment the
virtual memory interface to dynamically adapt error tolerance levels according
to user, system, and environmental needs. This mechanism, Virtualized ECC
(V-ECC), improves system energy efficiency by 12% and degrades performance
only by 1—2% for chipkill-correct level protection. V-ECC also supports ECC

in a system with no dedicated storage for redundant information.

Lastly, we propose the adaptive granularity memory system (AGMS)
that allows different access granularities, while supporting ECC. By not wast-
ing off-chip bandwidth for transferring unnecessary data, AGMS achieves
higher throughput (by 44%) and power efficiency (by 46%) in a 4-core CMP
system. Furthermore, AGMS will provide further gains in future systems,

where off-chip bandwidth will be comparatively scarce.
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Chapter 1

Introduction

Future computing platforms will demand more stringent memory re-
siliency mechanisms. Among the reasons for this are that soft error propen-
sity is growing with the continuing decrease in memory cell size, that margins
are shrinking for improved power efficiency, and that commercial systems are
requiring continually higher RAS (reliability, availability, and serviceability)
levels. Although reliability concerns are growing, we must meet the increasing
needs without significantly impacting power and performance, since energy

efficiency will be a key feature for future computing systems.

This dissertation explores efficient and flexible resiliency mechanisms in
memory systems. The proposed mechanisms minimize the negative impacts of
memory resiliency. They are also flexible, so error tolerance levels and access

granularities adapt to user, system, and environmental needs.

1.1 Limitations of Current Approaches

Traditional memory protection applies error checking and correcting
(ECC) codes uniformly across all memory locations (uniform ECC). Figure 1.1

illustrates an example memory hierarchy with uniform ECC. Additional stor-



Register File

Load/Store Queue

Core-to-L1 bus

L1 cache

L1-L2 MSHR

L2 cache L1-to-L2 bus

Memory Controller,
Read/Write Queue

Main Memory Memory bus

Figure 1.1: The memory hierarchy with uniform ECC (gray segments and
arrows denote storage and interconnections dedicated to redundant informa-
tion).

age and interconnection wires are dedicated to storing and transferring re-
dundant information at every level; even intermediate buffers such as MSHRs
(miss status handling registers) and read/write queues at the memory con-
troller have uniform ECC codes. This mechanism is simple and transparent
to the programmer; an error is detected and corrected within each memory
level and is not exposed to the users unless it is uncorrectable. Uniform ECC,

however, has many limitations as discussed below.

Cost of Reliability.  With uniform ECC, stronger protection is enabled
only with the allocation of more dedicated resources, increasing the cost of
reliability. The design of a modern computing platform must trade off among

performance, reliability, and many other parameters within a given power



budget. If resiliency mechanisms consume a large fraction of this given power
budget, we lose an opportunity to improve performance (through devoting
more resources to performance; e.g., accommodating more cores or concurrent
threads or larger caches). Hence, it is important and necessary to enable
stronger memory protection without significantly impacting the power and

performance of a chip.

Fixed Error Tolerance Level. Another limitation of uniform ECC is that
it suffers from a fixed error tolerance level; once a memory array is designed
with a certain ECC code, that code protects the whole memory array, and users
need to pay for the cost no matter what protection their applications demand.
More importantly, this error tolerance level, and hence the cost of reliability, is
determined at design time based on a “worst-case” scenario of error propensity.
For example, even brand new memory chips consume unnecessary power and
bandwidth by storing and transferring strong ECC codes which were designed
to protect devices towards the end of their life cycles (a worst case). This “over
protection” squanders power and bandwidth; hence, it is necessary to adapt
error tolerance levels based on wear-out status, environmental parameters, and

user demands in order to minimize the negative impacts of memory resiliency.

Recently, researchers have discussed tunable and adaptable resiliency
mechanisms through cross-layer optimization: Mixed-mode multicore reliabil-
ity [126] is a mechanism that enables different reliability modes based on user
demands and emphasizes the need to provide flexible reliability modes; and

cross-layer reliability [1] is collaborative research in academia and industry that



aims to develop scalable reliability solutions which allow adaptation in error
rates. A system with adaptive reliability will allow users to pay for that error
tolerance level which they need, and will allow systems to adapt to aging and
environmental conditions. As a result, adaptive reliability maximizes efficiency
by not wasting unnecessary power, while still guaranteeing the error tolerance
level required by the users and systems. Though the discussions so far have
focused on adaptive resiliency in computation, it is equally or more important
to design flexible reliability mechanisms in memory systems for system-level

adaptive reliability.

Fixed Access Granularity. The memory access granularity is the mini-
mum data chunk that is read and written as a unit. Using an ECC code for
the whole memory array implies that every read/write must be carried out
at a fixed access granularity. Traditional wisdom is to use a coarse access
granularity of 64B or larger, expecting spatial locality, such that ECC over-
head is amortized over a large data block. This, however, will not lead to an
optimal design any more since off-chip bandwidth is becoming the bottleneck
for system efficiency. Many applications, if not all, touch only a fraction of a
data block [32,93]; hence, a fixed coarse access granularity wastes power and
bandwidth for transferring unnecessary data. Intuitively, designing a memory
system with a (fixed) fine access granularity can be a solution to this prob-
lem. This fine-grained-only system, however, becomes inefficient when spatial
locality is high. Also, supporting ECC in such a system is a challenge since

every fine-grained block requires an ECC code.



1.2 Contributions

This dissertation proposes efficient and flexible memory resiliency mech-

anisms and makes the following major contributions.

1. We present two-tiered protection, a generalization of previously proposed
decoupled error detection/correction schemes [64,71,99]. We present
detailed two-tiered mechanisms for last-level caches and main memory.
The two-tiered protection mechanism minimizes the common case error
detection/correction penalty and provides flexibility in choosing ECC

codes.

2. We propose a mechanism to decouple data and its associated ECC by
virtualizing redundant information. In two-tiered cache protection, we
off-load the T2EC storage overhead to the main memory namespace.
In main memory protection, this relaxes module design constraints in
chipkill-correct level protection so that more energy-efficient configura-

tions can be used, while providing chipkill-correct.

3. We develop main memory protection mechanisms with virtualized ECC,
even for systems without dedicated ECC storage. This allows the reliable
execution of mission-critical applications on low-cost or performance-
oriented platforms such as GPGPUs (general purpose graphics process-

ing units).

4. We present memory resiliency mechanisms that can adapt or tune error

tolerance levels. With virtualized ECC, the same hardware can provide



different ECC codes for different memory pages according to user, sys-
tem, and environmental needs. As a result, we maximize performance
for non-critical applications and execute mission-critical applications re-

liably, all on a single platform with virtualized ECC.

5. We present a system that adaptively chooses memory access granular-
ity with ECC support. We augment the virtual memory interface and
virtualize ECC codes for fine-grained accesses so that the system allows
both coarse-grained and fine-grained accesses with ECC. This utilizes
finite off-chip bandwidth in a more efficient way, improving throughput

and power efficiency.

1.3 Dissertation Organization

The remainder of this dissertation is organized as follows: Chapter 2
reviews background for memory resiliency mechanisms; Chapter 3 develops
a set of mechanisms used for the proposed efficient and flexible memory re-
siliency mechanisms; Chapter 4 proposes last-level cache protection mecha-
nisms, including Memory Mapped ECC (MME) and ECC FIFO; Chapter 5
presents flexible main memory protection mechanisms, including Virtualized
ECC; Chapter 6 presents the adaptive granularity memory system (AGMS);
and Chapter 7 concludes the dissertation and presents future research direc-

tions.



Chapter 2

Background

This chapter provides background for memory resiliency mechanisms.
We start by briefly reviewing memory error propensity in Section 2.1. We
then describe device- and circuit-level techniques for addressing soft errors
in Section 2.2, information redundancy for error checking and correcting codes
in Section 2.3, and current memory resiliency mechanisms with uniform ECC

in Section 2.4.

2.1 Memory Error Propensity

Though many mechanisms can cause failures in memory systems, this
dissertation specifically targets soft errors in SRAM and DRAM and DRAM
chip failures, as they are major issues in current and future systems [100,
101]. We do not discuss hard failures that are screened by post-fabrication
testing and/or fixed by redundant rows and columns. We first review soft
errors due to particle strikes in Section 2.1.1, then discuss DRAM chip failures

in Section 2.1.2.



2.1.1 Particle-Induced Soft Errors

A soft error is any change in the output or state of a circuit that is not
permanent and can be corrected by a simple re-write, re-compute, or circuit
reset operation [108]. The main cause of soft errors is charge generated by an

energetic-particle strike including alpha particles and high-energy neutrons.

Since soft errors due to alpha particles and high-energy neutrons were
first observed [46, 81, 142], researchers have measured soft error rate (SER) in
memory devices. SER measure uses a unit of failures in time (FIT); 1 FIT
is one failure per billion (10%) hours. Based on the SER measurement over
design generations reported in [108] and other literature, we summarize soft
error propensity in SRAM and DRAM as below and exploit it in the proposed

memory resiliency mechanisms (Chapter 3-6).

e SER in SRAM cells is only slightly decreasing, and almost unchanged

over generations. It is roughly a constant, 10~ FIT /bit.

e SER in SRAM devices is increasing rapidly mainly due to growing cache
capacity. Systems with a 24MB cache, for example, has SER ranging
20,000 to 200,000 FIT (around 0.2 to 2 errors / year).

e SER in DRAM cells is decreasing and is as low as 1072 FIT /bit at 40 nm
technology. This is partly because DRAM cell capacitance is not scaling

as design rules shrink.



e SER in large capacity main memory (up to 250GB in today’s servers)
is around 2,000 to 20,000 FIT (around 0.02 to 0.2 errors per year, 10X
lower than SRAM device SER).

e Multi-bit errors in the array are becoming significant; memory cells
can fall under the footprint of a single energetic-particle strike as semi-
conductor design rules shrink [79,90,103], and particle strikes in the
periphery circuit can cause errors in thousands of cells (a row or col-

umn).

2.1.2 DRAM Chip Failures

In addition to soft errors, main memory (commodity DRAM chips in
today’s computing platforms) has another failure mechanism — a memory chip
failure — that is becoming increasingly important. It has been believed that soft
errors are more frequent than hard errors, such as chip failures. A recent study,
however, shows that DRAM behavior in the field differs from this commonly
held assumption [101]. Through the measurements of memory errors in large-
scale servers over 2.5 years, the authors of the paper report DRAM error rates
of more than 25,000-75,000 FIT per Mbit. This is significantly higher than
the previously reported error rates of 2005, 000 FIT per Mbit. This high error
rates is dominated by hard chip failures possibly due to packaging and global

circuit issues.

DRAM chip failures cannot be easily tolerated by commonly used bit-

error correcting codes described in Section 2.3.2 and require more stringent



protection, called chipkill-correct [37]. 1 Chipkill-correct is a memory resiliency
mechanism that can tolerate a complete chip failure and can detect up to two-
chip failures. Section 2.3.3 and Section 2.4.2 explore ECC codes and memory

system organization for chipkill-correct in more detail.

In addition, soft errors in periphery logic may also require chipkill-

correct, level protection [106]. We list a couple of such examples as follows:

e Soft errors on an address register in DRAM chips could result in reading

from or writing to a wrong address.

e If latches for reconfiguring the DRAM cell array using redundant rows
and columns are affected by particle strikes, a defective row or column
could be activated, appearing as hard failures. This defect remains until

the chip is power cycled.

e Though rare, particle strikes on the cell array can cause errors on thou-

sands of memory cells.

2.2 Device- and Circuit-Level Techniques for Soft Er-
rors
Though this dissertation focuses on architecture- and microarchitecture-
level mechanisms, there has also been extensive work on memory reliability

using process-, layout-, and circuit-level techniques.

I'Though not specifically discussing chipkill-correct, the discussion of this strigent memory
protection mechanisms including coding techniques can be also found in [9, 24, 33, 34].
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Process-Level Techniques.  Silicon On Insulator (SOI) technology can
mitigate soft errors. Researchers report that SRAM built in SOI technology
shows reduced SER partly because SOI has much smaller sensitive volume for

charge collection than bulk-silicon devices [18, 29, 102].

The 1°B isotope in Borophosphosilicate Glass (BPSG), which is used
for inter-metal layers in device fabrication, has a large capture cross section for
thermal neutrons [20]. The '°B nucleus is unstable when exposed to thermal
neutrons; upon absorbing a thermal neutron, the 1°B nucleus breaks apart, or
“fissions”, with an accompanying release of energy in the form of an excited “Li
recoil nucleus, a gamma photon, and an alpha particle. Hence, BPSG in logic

and SRAM processes are largely replaced with chemical polishing techniques

to reduce SER [106].

The least intrusive process level method is deep N-well technology,
which uses a triple-well process in which NMOS devices are constructed in-
side P-wells, which are themselves inside deep N-wells [39]. The deep N-wells
provide isolation from alpha particles and neutron cosmic rays and reduce the

failure rate of SRAMs by a factor of approximately 1.5 — 2.5.

Layout-Level Techniques. Modifying the SRAM cell layout can increase
Qerit (critical charge that is required to flip a stored bit), reducing soft error
rates. This is done by adding poly-diffusion overlaps to the critical nodes [39],
improving SER by a factor of 20, but at a 40% area overhead and a penalty of
6 —8% in latency. Another technique is to add a metal-insulator-metal (MIM)

node capacitor [58,96], which can impact write cycles by around 20 ps/fF [58].
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Circuit-Level Techniques. Hardened SRAM cells that use a larger number
of transistors have been suggested to achieve a reduction in soft-error propen-
sity and a more robust operation even at low Ve values. For example, 8T
cells [31], 10T cells [27], and Schmidt Trigger (ST) based 10T cells [66] can
significantly improve reliability, but at the cost of increased access latency and

SRAM cell area (8T - 30%, 10T - 60%, and ST 10T - 100% [127]).

To tolerate multi-bit burst errors, physical bit interleaving [79,92] is
commonly used in both SRAM and DRAM. By interleaving bits from adjacent
data blocks in the physical layout, a multi-bit error caused by a single upset
appears as single-bit errors in multiple data blocks rather than a single block
with a multi-bit error. Physical interleaving, however, is suitable only for
small-scale multi-bit errors. Scaling physical interleaving to higher potential
error counts (beyond 4-way interleaving) results in large performance, area,

and power overheads [63].

2.3 Information Redundancy

A common solution to tolerate memory errors is to apply error check-
ing and correcting (ECC) codes. ECC codes exploit information redundancy,
which uses extra bits of information to detect and potentially correct errors.
For instance, an 8-bit data block can represent an unsigned number that ranges
between 0 and 255. With information redundancy, we encode this number us-
ing a 9-bit codeword. The 9-bit codeword has 512 different cases: Only 256

cases are valid, and the other cases are invalid. As an occurrence of some er-
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rors turns a valid codeword to an invalid codeword, we can detect (and correct
in more powerful coding schemes) the error. Although there are a variety of

ECC codes, we describe only those widely used for memory protection.

Nomenclature. A bit-error correcting code, which is described in Sec-
tion 2.3.2, is composed of data bits and check bits, where check bits are redun-
dant bits added to data bits for the purpose of error detection or correction.
We use the notation (n,k) code, where n is codeword length in bits, and k
is data length in bits. For a symbol-error correcting code, which is described
in Section 2.3.3, we use data symbols and check symbols similar to the data bits
and check bits used for bit-error correcting codes. The notation for symbol-
error correcting codes is (N, K, b), where N is the number of total symbols, K

is the number of data symbols, and b is the symbol width in bits.

2.3.1 Parity

Parity is a simple error detecting code that adds 1 parity bit to a data
block. There are two types of parity codes: even parity and odd parity. The
parity bit indicates whether the number of ones in a codeword is even (in even
parity) or odd (in odd parity). Parity can detect any error, including an error
in the parity bit itself, so long as the error corrupts an odd number of bits in
the codeword. For its simplicity, parity is widely used for error detection in

low-latency memory structures such as L1 caches and register files.
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2.3.2 Bit-Error Correcting Codes

SEC-DED. Parity can detect, but cannot correct errors. The most common
error correcting codes include Hamming [50] ? and Hsiao [53] codes, which
provide single bit-error correction and double bit-error detection (SEC-DED).
Hsiao codes are also known as odd-weight-column codes and provide improve-
ments over Hamming codes in terms of speed, cost, and reliability of decoding
logic [34]. An SEC-DED code requires 1 + [log,(k + 1)] check bits for a k-bit
data block.

DEC-TED. When a higher reliability level is necessary, double bit-error
correcting and triple bit-error detecting (DEC-TED) codes are used. DEC-
TED codes, however, require a larger number of check bits than SEC-DED
codes and use more complex hardware for error detection and correction. The
storage overhead of a DEC-TED code is 1+ 2 x ([logy(k + 1)]) bits for a k-bit

data block, and it is almost twice the overhead of SEC-DED codes.

BCH. Both SEC-DED and DEC-TED codes are a special case of BCH (Bose-
Chaudhuri-Hocquenghem) codes [23,52]. A t-bit correcting BCH code requires
t x [logy(k+1)] check bits for a k-bit data block and can detect ¢+ 1 bit errors
with 1 additional bit. Due to the area and latency overheads of BCH codes,
which are approximately proportional to ¢ [113], BCH codes with more than

2-bit correction are, in general, not used for memory protection.

2The Hamming code originally proposed in 1950 was a single bit-error correcting (SEC)
code, but Hamming code is often used with an additional parity bit that extends it to
SEC-DED.
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Table 2.1: Redundancy and latency overheads of bit-error correcting codes.
FO4 stands for Fan-Out of 4 delay.

SEC-DED DEC-TED 6EC-TED
Data | check latency (FO4) check latency (FO4) check latency (FO4)
bits bits encoder | decoder bits encoder | decoder bits encoder | decoder
16 6 9 45.1 11 9 81.1 31 10.8 259.8
32 7 10.8 48.3 13 10.8 85.5 37 12.6 265.6
64 8 12.6 50.7 15 12.6 88.7 43 12.6 265.6
128 9 14.4 53.2 17 14.4 91.8 49 14.4 271.4
256 10 16.2 65.3 19 16.2 111.8 55 16.2 322.9
512 11 18 68.5 21 18 116.3 61 18 332.7

ECC Storage and Complexity Overheads. Table 2.1 compares the
redundancy and latency overheads of bit-error correcting codes. We compare
commonly used SEC-DED and DEC-TED codes with a many-bit correcting
code, 6EC-TED. 6EC-TED is 6 bit-error correction and 7 bit-error detection
(BCH with t=6). As shown in Table 2.1, the relative check bit overhead

decreases as data size increases.

To estimate BCH coding latencies, we use the BCH decoder model de-
veloped by Strukov [113]. 3 We separately report encoder latency and decoder
(including error detection and error correction) latency to show the asymmetry
in the complexity of encoding and decoding. An encoder implements a set of
XOR trees, and a decoder uses the same XOR trees for syndrome calculation
that detects errors. So, the complexity of detection-only logic is comparable

to that of an encoder. Note that the latency of ECC encoding (and error de-

3We estimate the latency of SEC-DED decoding using a generic BCH decoder model
with ¢ = 1. An SEC-DED decoder, however, can be implemented in a more compact way,
since the complex steps after syndrome calculation can be simplified.
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Figure 2.1: A block diagram of a simplified BCH encoder/decoder.

tection) is relatively small (below 20 FO4) even with strong ECC codes such
as 6EC-TED.

The whole decoder operation, however, is much more complex than
encoding or error detection; decoding is composed of three major steps [22]
including syndrome calculation, finding an error-location polynomial, and find-
ing error-location numbers, where the latter two operations involve relatively

complex operations.

Figure 2.1 illustrates a simplified block diagram of a BCH encoder/decoder;
this shows how encoding and error detecting share XOR trees also. At low
error rates (as discussed in Section 2.1), we can implement a decoder with
only error detection; the complex steps for error correction can be invoked

only when an error occurs.
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2.3.3 Symbol-Error Correcting Codes

Modern commodity DRAM chips are designed with a b-bit data path
(4-bit, 8-bit, or 16-bit devices). When memory chips are configured with b bits

per chip, the failures described in Section 2.1.2 generate b-bit error patterns

(b-bit symbol errors) [33].

Interleaved Bit-Error Correcting Codes. @ We can detect and correct
symbol errors by logically interleaving multiple instances of bit-error correcting
codes described in Section 2.3.2. For instance, 4-way interleaved (72,64) SEC-
DED codes can provide one 4-bit symbol-error correction and two 4-bit symbol-
error detection. This, however, requires a 288-bit (4 x 72 bits) wide channel,
which increases the minimum memory access granularity (to 256B in DDR3).
Note that we can also use interleaved bit-error correcting codes for bursty
errors in caches; interleaving SEC-DED codes has much lower complexity than

many-bit correcting BCH codes.

Symbol-Based ECC Codes. Compared to bit-error correcting codes,
symbol-based error correcting codes derived from Reed-Solomon (RS) codes [94]
are inherently more effective for off-chip memory protection. Although there
are many different symbol-error correcting codes, we specifically discuss error

codes for chipkill-correct [37].

ECC Codes for Chipkill-Correct. ECC codes for chipkill-correct require
single symbol-error correction and double symbol-error detection (SSC-DSD)

capability so that data is correctly read from and written to a memory module
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even if a DRAM chip in it completely fails, and that up to two failing chips
are detected. We explain two types of SSC-DSD codes: a 3-check-symbol code

and a 4-check-symbol code.

A 3-check-symbol code provides SSC-DSD with maximum coding ef-
ficiency [33]. The codeword length of the 3-check-symbol code is, however,
limited to 2° + 2 symbols so it is a poor match for x4 DRAM chips — three
4-bit check symbols (12 bits) protect 15 4-bit data symbols (60 bits), which is

a non power of two.

Instead, a 4-check-symbol code [34] is more practical for 4-bit symbols;
the 4" check symbol allows a longer codeword. We refer to this 4-check-symbol
code as a single nibble-error correcting and double nibble-error detecting (SNC-
DND) code [33]; it is composed of four 4-bit check symbols (16 bits) and 32
4-bit data symbols (128 bits), yielding 12.5% redundancy overhead. The SNC-
DND code is widely used in many commercial designs [15, 116] that implement

chipkill-correct.

Symbol-Based ECC Complexity. Error correction in symbol-based ECC
is composed of syndrome calculation and more steps to identify error-symbol
locations as well as error-symbol values. SSC-DSD codes, however, can sim-
plify the correction procedure after syndrome calculation, since we only need
to find a single error symbol [34]. Similar to bit-error correcting codes, we
can implement error-detecting logic on the critical path and only invoke the
complex error correction steps in the rare event that errors are actually de-

tected. Note that syndrome calculation, as well as an ECC encoding procedure,
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requires only XOR trees, not Galois Field (GF) multiplications [74]. Further-
more, symbol-error correcting codes are encoded and decoded at the memory
controller such that the additional latency for ECC encoding/decoding is rel-

atively small compared to the long DRAM access latency.

2.4 Uniform ECC Based Memory Protection

This section describes the uniform ECC based memory resiliency mech-
anisms used in current architectures. Since L1 and L2 caches and DRAM have
different requirements and access properties, different ECC codes are used for
L1 and L2 caches and DRAM. Section 2.4.1 describes resiliency mechanisms
in caches, and Section 2.4.2 discusses main memory protection mechanisms

including chipkill-correct.

2.4.1 Caches

In cache memory, different error codes are used based on cache levels

and write-policy (write-through or write-back).

Write-Through L1. If the first-level cache (L1) is write-through (WT) and
the LLC (Last Level Cache; for example, L2 cache) is inclusive, it is sufficient to
provide only error detection (using 1-bit parity per word) on the L1 data array
because the data is replicated in L2. Then, if an error is detected in L1, error
correction is done by invalidating the erroneous L1 cache line and re-fetching
the cache line from L2. Such an approach is used in the SUN UltraSPARC-
T2 [116] and IBM Power 4 [118] processors. The L2 cache is protected by
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ECC, and because L1 is write-through, the granularity of updating the ECC
in L2 must be as small as a single word. For instance, the UltraSPARC-T2
uses a 7-bit SEC-DED code for every 32 bits of data in L2, an ECC overhead
of 22%.

Write-Back L1. If the L1 cache is write-back (WB), both the L1 and L2
caches need error correcting codes. L1 caches typically use an SEC-DED code
per word. L2 accesses are, however, at the granularity of a full L1 cache line;
hence, the granularity of ECC can be much larger, reducing ECC overhead.
The Intel Itanium processor, for example, uses a 10-bit SEC-DED code that
protects 256 bits of data [130] with an ECC overhead of only 5%. Other
processors, however, use a smaller ECC granularity even with L1 write-back
caches to provide higher error correction capabilities. The AMD Athlon [55]
and Opteron [61] processors, as well as the DEC Alpha 21264 [41], interleave
eight 8-bit SEC-DED codes for every 64B cache line to tolerate more errors

per line at a cost of 12.5% additional overhead.

2.4.2 Main Memory

In this subsection, we first briefly review memory system organiza-
tion, from DRAM chips to memory modules, since they are closely related to
memory error protection, and then proceed to main memory error protection

including chipkill-correct.
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2.4.2.1 Modern Memory Systems

Modern computers hide the complexity involved in designing memory
systems from the programmer. Virtual memory abstracts nearly all memory
system details, including resource allocation and virtual to physical mapping,
and provides the illusion of a flat and uniform address space to software. Phys-
ical memory is, however, composed of memory channels, each with multiple

memory modules.

An individual DRAM chip has address/command input pins, bi-directional
data pins, as well as data storage. A single DRAM chip has a narrow exter-
nal data path, typically 4, 8, or 16 bits wide (referred to as x4, x8, or x16,
respectively), and multiple chips operate together to form a wide data path,
called a rank. For example, a 64-bit wide rank is composed of 16 x4 DRAMs,

8 x8 DRAMSs, or 4 x16 DRAMs. A rank is the minimum logical device that a
memory controller can control individually; hence, all DRAM chips in a rank

are addressed simultaneously.

A memory module, or a DIMM (dual in-line memory module), is a phys-
ical device that has, typically, 1 to 8 ranks; a standard 64-bit wide DIMM is
also referred to as a Non-ECC DIMM. DIMMs (also ranks) in a memory chan-
nel share the physical address/command and data buses, but only one rank
is addressed at any given time to avoid bus conflicts. Depending on the type
of DRAM chips used, DIMMs are classified into x4 DIMMSs, x8 DIMMs, and
x16 DIMMs. If the total capacity is the same, a DIMM with wider DRAMs

(x8 or x16) has fewer DRAM chips and consumes less power [17]; hence, x8
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or x16 DIMMs are preferred. Systems that require high reliability /availability,
however, favor x4 DIMMSs, especially systems with chipkill-correct. This is,
in part, due to the constraints in symbol-error correcting codes as discussed

in Section 2.3.3.

2.4.2.2 Memory Error Protection

Main memory error protection uses DRAM modules that can store
redundant information and apply ECC to detect and correct errors. This
ECC DIMM requires a larger number of DRAM chips and I/O pins than a
Non-ECC DIMM.

SEC-DED for Main Memory. Typically, an ECC DIMM is used to
provide SEC-DED for each DRAM rank without impacting memory system
performance. SEC-DED codes [50,53] use 8 bits of ECC to protect 64 bits
of data. To do so, an ECC DIMM with a 72-bit wide data path is used,
where the additional DRAM chips store the redundant information. An ECC
DIMM is constructed using 18 x4 chips (x4 ECC DIMM) or 9 x8 chips (x8
ECC DIMM), but there is no x16 ECC DIMM. Note that an ECC DIMM
only provides additional storage for redundant information, but that actual
error detection/correction takes place at the memory controller, yielding the

decision of protection mechanisms to system designers.

Chipkill-Correct. As discussed in Section 2.1.2, it is important to tolerate
chip failures, especially in large-scale systems for high availability and reliabil-

ity. Hence, business critical servers and datacenters demand chipkill-correct
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Figure 2.2: Baseline chipkill correct DRAM configuration (gray DRAMs are
dedicated to ECC storage).

level reliability, where a DIMM is required to function even when an entire
chip in it fails. Chipkill-correct “spreads” a DRAM access across multiple
chips and uses a wide ECC code to allow strong error tolerance [15,37,116].

The error code for chipkill-correct is a SSC-DSD code; the SNC-DND code

explained in Section 2.3.3 is widely used.

The SNC-DND code results in a 144-bit wide data path (128 bits for
data and 16 bits for redundant information); this wide data path is imple-
mented using two x4 ECC DIMMs in parallel as shown in Figure 2.2. This
organization is used by the Sun UltraSPARC-T1/T2 [116] and the AMD
Opteron [15].

The downside of chipkill-correct is that it either increases a memory ac-

cess granularity, requiring more energy and restricting possible DRAM config-
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urations, or increases the required level of redundancy, which, again, increases
cost [13]. For instance, the chipkill-correct memory system shown in Figure 2.2
works well with DDR2 using minimum burst of 4; the minimum access gran-
ularity is 64B (4 transfers of 128bits). It is, however, problematic with DDR3
or future memory systems; longer burst combined with a wide data path for

chipkill-correct leads to a larger access granularity [13].

The chipkill-correct level protection is, unfortunately, needed in systems
that are increasingly sensitive to energy and cost, such as large-scale servers
that demand high availability and protection guarantees. For example, large
installations have reported that system outages due to DRAM errors are 600
times higher if chipkill is not used [56]. Providing chipkill protection in current
DRAM packaging technology is expensive and requires the use of x4 DRAM
configuration. These narrow chips consume roughly 30% more energy for a
given total DIMM capacity as more efficient x8 configurations [17]. This extra
overhead is added to all the memory in these large capacity systems, which

may be multiple tera bytes if a memory extension appliance is used [73,122].

Wider DRAMs (x8 and x16) can use the 3-check-symbol code, since
the maximum codeword length, 2° + 2 symbols, increases with & or 16-bit
symbols. Supporting chipkill-correct with x8 and x 16, however, is impracti-
cal. First of all, chipkill-correct using x16 DRAMs is not possible unless we
design a custom x16 ECC DIMM, which is expensive. Even for x8 DRAMs,
it requires trading off storage overhead with DRAM access granularity, which

may lower performance. Maintaining the same access granularity for a x8
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configuration increases the fraction of redundant data to at least 18.5% [13]
(128-bit data and 24-bit ECC), and it also requires a custom x8 ECC DIMM
having 16 x8 DRAMs for data and three x8 DRAMs for ECC, that then
increases cost. Maintaining the same (or less) 12.5% ECC storage overhead,
on the other hand, doubles the DRAM burst size (256-bit data and 24-bit
ECC). Note that burst 4 in DDR2 increases the access granularity to 128B for

a 256-bit data path and that DDR3 with burst 8 makes it 256B.

Other Chip-Failure Tolerating Schemes. Some designs use a relaxed
protection level for tolerating chip failures. Such systems use a single symbol-
error correct (SSC) RS code and erasures (i.e., errors with known locations) [87,
88]. A chip failure is detected and corrected using an SSC code, after which
the memory controller remembers the location of the chip failure so that the
SSC code can correct the chip failure (an erasure) and can detect a second chip
failure. This scheme, however, cannot detect two simultaneous chip failures.
In this dissertation, we only consider aforementioned chipkill-correct that can

correct a chip failure and detect a two-chip failure.
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Chapter 3

Mechanisms for Efficient and Flexible
Reliability

In this chapter, we develop a set of mechanisms for the proposed mem-
ory resiliency described in Chapter 4-6. We first introduce two-tiered pro-
tection in Section 3.1, then describe flexible reliability through wvirtualizing
redundant information within the memory namespace in Section 3.2. The
proposed cache protection (Chapter 4) and memory protection (Chapter 5)
leverage two-tiered protection as well as ECC storage virtualization. Sec-
tion 3.3 explains how to manage fine-grained data in caches and DRAM; the
adaptive granularity memory system (Chapter 6) uses the fine-grained data

management techniques as well as ECC storage virtualization.

3.1 Two-Tiered Protection

As an alternative to uniform ECC, we develop two-tiered protection
in this section. Two-tiered protection is a generalization of previously sug-
gested decoupled detection/correction approaches [64,71,99]. We base two-

tiered protection on the following observations:
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e While memory errors cannot be ignored at any memory hierarchy level,
error events are still expected to be extremely rare as discussed in Sec-
tion 2.1 when compared to the processor cycle time. For instance, the
mean time to failure (MTTF) of a 32MB cache is around 155 days as-
suming 1073 FIT/bit.

e Every read requires error detection to ensure that no error has occurred.
Error detection latency, therefore, is critical to application performance,

and error detection energy is important to overall system power.

e Every write is accompanied by computing information required for error
correction as well as for detection. The latency of this operation, how-
ever, is unimportant as long as required write throughput can be sup-
ported. Additionally, write operations are typically less common than

read operations.

e Given that error rate is low, the latency and the complexity of error
correction is not important. Even an error correction latency of 10 ms is
acceptable, since it would occur once every several weeks or months on

a given processor.

e Asdiscussed in Section 2.3, the complexity of ECC-encoding or detecting-

only logic is relatively simple even with very strong ECC codes.

e Much of the data stored in caches and main memory is replicated through

the memory hierarchy (clean cache lines or clean data pages). Replicated
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data is inherently error tolerant, because correct values can be restored
from a copy. Thus, it is enough to detect errors in clean data, which can

be done with lower cost than error correction.

In the rest of this section, we review the previously suggested decou-
pled detection/correction approaches in Section 3.1.1, then develop two-tiered

protection in Section 3.1.2-3.1.4.

3.1.1 Decoupled Detection/Correction

The Punctured ECC Recovery Cache (PERC) [99] uses parity for er-
ror detection and single bit-error correcting (SEC) code for error correction.
PERC applies this parity-SEC code combination to L1 caches; a read oper-
ation accesses only data and parity to save energy and improve latency, and
a write operation updates data, parity, and an SEC code. The same parity-
SEC mechanism is also used to save static energy consumption [71] and reduce

cache area [64] (we will revisit these cache reliability studies later in Section 4).

3.1.2 Two-Tiered Protection

We generalize the simple parity-SEC combination used in the decou-
pled detection/correction approaches and develop two-tiered protection. Two-
tiered protection consists of a tier-1 error code (T1EC) and a tier-2 error code

(T2EC): The T1EC is an ECC code for the common case read operations and

provides error detection or light-weight error correction; and the T2EC is a
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Figure 3.1: Uniform ECC and two-tiered protection.

strong error-correcting code that is used for error correction on rare T1EC

DUE (detected, but uncorrectable error) events.

Figure 3.1 compares uniform ECC and two-tiered protection using sim-
plified memory array organizations of data and ECC codes. Uniform ECC
extends each data line with an ECC code that detects and corrects errors as
shown in Figure 3.1(a). In addition to area and leakage power increases, this
consumes more dynamic power to read and write redundant information as well
as data. A memory array with TIEC and T2EC is shown in Figure 3.1(b).
In two-tiered protection, the mechanisms for detecting errors (with correcting

light-weight errors also) and correcting errors are essentially split as explained.

Virtualized T2EC. The T2EC, however, is computed only on a write into
the memory array, because errors on clean data lines can be recovered from
a different level of the memory hierarchy. Just as importantly, the T2EC is

only read and decoded on a rare event that the T1EC detects an error that
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Figure 3.2: Two-tiered protection with virtualized T2EC.

it cannot correct (recall that it is possible to architect the TIEC with light-
weight error correction). Therefore, the T2EC does not need dedicated storage
and can be stored within the memory namespace as shown in Figure 3.2. This
technique can be generalized as virtualizing redundant information, which we

discuss further in Section 3.2.

Storing T2EC within the memory namespace increases write latency
and traffic, since a data write is split into two operations: to write data and
T1EC and to write memory-mapped T2EC as data. In order to mitigate
latency and traffic increases, many existing microarchitectural solutions such
as caching or write coalescing can be combined with two-tiered protection. We

discuss the detailed mechanisms in Chapter 4-5.

3.1.3 Advantages of Two-Tiered Protection

Two-tiered protection has many advantages over uniform ECC. First,

the T1EC minimizes the common case penalty for memory resiliency. The
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T1EC, by its definition, is simpler than an ECC code at the same error toler-
ance level, reducing storage, latency, and energy overheads of read operations.
Second, storing the T2EC within the memory namespace eliminates all static

costs (additional area, interconnection wires, and leakage power) of the dedi-

cated T2EC.

Two-tiered protection also enables stronger protection at low cost. As
mentioned earlier, uniform ECC requires more dedicated resources in order
to meet the stronger protection demands of future systems. The additional
overheads are added to the already tight bandwidth and power budgets. The
two-tiered protection mechanism, however, makes it simple to accommodate
stronger ECC codes; the cost of TIEC with strong error-detecting (and light-
weight error-correcting) capability can be even lower than that of traditional
ECC codes, and the memory-mapped T2EC provides strong reliability guar-
antees, but at no dedicated storage for it. Note that the ECC-encoding or
detecting-only logic has relatively low complexity even with very strong ECC
codes as discussed in Section 2.3 and that the complex error-correcting oper-

ation using T2EC is invoked only upon a rare TIEC DUE event.

Another advantage with the two-tiered approach is the flexibility in
choosing and adapting the error tolerance level based on dynamic application,
user, and system needs. Section 3.2 further discusses the flexible reliability

with virtualized redundant information.
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3.1.4 Design Considerations for Two-Tiered Codes

We list the design considerations for the TIEC and T2EC as follows.

e The T1EC should be chosen to minimize dedicated storage overhead as

it is stored along with every data line.

e The T1EC should be computed with low latency and maximize error
detecting capability. Even though the strong T2EC can correct errors,
it should be first detected by the T1EC.

e The T2EC determines overall protection capabilities, but large T2ECs
increase traffic to update virtualized T2EC information, which degrades

the performance of some applications.

While we can design two-tiered codes based on the above design consid-
erations, caches and DRAM have different requirements and access properties;
hence, we defer the discussion of the actual two-tiered code examples in Chap-

ter 4 (for caches) and Chapter 5 (for DRAM).

3.2 Flexible Reliability through ECC Storage Virtual-
ization
The second mechanism we develop is virtualizing redundant informa-
tion within the memory namespace. We already discussed storing T2EC within
the memory namespace in Section 3.1 and further generalize this concept to

support even one-tier approaches in Section 3.2.1. Then, we describe how
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Figure 3.3: One-tiered protection with virtualized ECC.

to enable flexible memory resiliency with ECC storage virtualization in Sec-

tion 3.2.2.

3.2.1 Memory Protection with ECC Storage Virtualization

In two-tiered protection, we store the T2EC within the memory names-
pace; hence, we dedicate resources only to the T1EC, reducing the hard-
ware overheads, while guaranteeing the strong protection with the virtualized
T2EC. We can further extend the idea of virtualizing redundant information
to support traditional one-tiered protection, that then completely eliminates

dedicated storage for ECC.

Memory Protection with No Dedicated ECC Storage. Figure 3.3
illustrates a memory array with virtualized one-tiered ECC. Error detection
and correction operations in this architecture are same to those in uniform
ECC, but the redundant information is stored within the memory namespace,

instead of storing ECC to dedicated storage. As a result, every memory op-
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eration (even a read) becomes a two-step operation: to access data and to
access ECC. This increases latency as well as traffic, but we can leverage mi-
croarchitectural techniques such as caching or write coalescing (more details
in Chapter 5). Note that we can send requests to fetch data and the associated

ECC in parallel to mitigate the latency increase.

Unlike two-tiered approach, this architecture also impacts read latency
that is more critical to application performance. So, the one-tiered approach
with virtualized ECC does not look attractive at the moment. We can, how-
ever, selectively apply this technique only to those applications that need high
reliability levels in a system without dedicated ECC storage. We discuss more

on this topic in Chapter 5.

3.2.2 Flexible Reliability with ECC Storage Virtualization

So far, we focused on how to avoid dedicated storage for redundant
information through virtualizing ECC (either two-tiered or one-tiered). ECC
storage virtualization has a more important advantage; it enables flexible re-
liability so that single hardware can concurrently support different protection
schemes based on dynamic application, user, and system demands. For exam-
ple, critical applications can run with maximum reliability guarantees using
stronger (virtualized) ECC, while the performance of non-critical applications
can be maximized by turning off ECC protection. Also, a system can adapt

error tolerance levels to device wear-out status or environmental parameters.
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Figure 3.4: Flexible reliability through virtualized redundant information.

Figure 3.4 illustrates how virtualizing redundant information enables
flexible reliability compared to traditional uniform ECC. Uniform ECC, as
shown in Figure 3.4(a), forces a fixed error tolerance level and a fixed access
granularity; hence, a system designer must choose an error tolerance level
based on worst-case error propensity and an access granularity for average
applications. Figure 3.4(b) shows a system with virtualized ECC. In this
system, single hardware can have different protection schemes: (i) to maximize
performance by not using ECC; (ii) to enable ECC for important data; (iii) to
use stronger ECC for mission-critical applications; and (iv) to apply ECC at a
finer access granularity for application with low spatial locality. In Chapter 5—
6, we leverage this technique, virtualizing redundant information, for flexible

reliability and provide the detailed mechanisms, tradeoffs, and evaluation.
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3.3 Fine-Grained Data Management in the Memory Hi-
erarchy
In Chapter 6, we describe the adaptive granularity memory system
that utilizes flexible reliability through virtualizing redundant information (de-
scribed in the previous section) and the ability to manage fine-grained data in
the memory hierarchy. Modern memory systems, however, are optimized for
coarse-grained accesses; they rely on spatial locality to reduce off-chip accesses

and miss rate and to lower control and storage overheads.

In this section, we describe mechanisms that enable fine-grained data
accesses in modern memory systems including DRAM and caches. Section 3.3.1
describes a sub-ranked DRAM system that enables fine-grained memory ac-
cesses, and Section 3.3.2 reviews a sector cache, an old design paradigm that

allows partially-valid cache lines.

3.3.1 Sub-ranked Memory Systems

Modern memory systems do not provide truly-uniform random access.
They are instead optimized for capacity first and for high bandwidth for se-
quential access second. In order to keep costs low, the DDRx interface relies
on high spatial locality and is requiring an ever increasing minimum access
granularity. Regardless of how much data is required by the processor, the
off-chip DRAM system returns a certain minimum amount, often referred to
as a DRAM burst. Therefore, in DDRx memory systems, the overall minimum

access granularity is a product of the DRAM chip minimum burst length and

36



==Data Bus Sequential Peak

Peak BW 12 §{ —=DataBus Random Peak

clock
SDRAM [ (

J \ “H=Stream
200MHz )

/
- 1.6 GB/s /
*-GUPS //(
0082 e || (L) ||| secms /
: /

DDR3 12.8 GB/s ._/.

1600MHz 0

=)
T

=

DDR

400MHz 3.2 GB/s

»

Throughput [GB/s]

~

SORAM-200  DDR400  DDR2-600  DDR3-1600
(b) Effective throughput (useful data only)

Figure 3.5: Timing diagrams and effective throughput of several DRAM gen-
erations.’

the data width of a channel. For example, a 64-bit wide DDR3 DRAM chan-
nel with a burst of 8 accesses, which is typical in contemporary DDR3 DRAM
modules, has a minimum access granularity of 64B. Therefore, even if the pro-
cessor needs only a single word, the entire 64B chunk around it has to be read

from DRAM and transferred to the memory controller.

Module and Interface Tradeoffs. Figure 3.5(a) shows simplified timing
diagrams of data bus usage for several DRAM generations: single data rate
SDRAM, DDR, DDR2, and DDR3. While the high density required from
DRAM practically limits its core clock frequency to 200MHz, effective 1/O
data rates have increased up to 1600MHz for the latest DDR3. Note that

newer DRAM generations transfer larger chunk of data in the same time win-

!Note that there are no 200MHz SDRAM products, but we present it here for comparison.
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dow (5ns in this example), doubling the peak bandwidth in each generation.
This increase in bandwidth is achieved by employing n-bit prefetch and a burst
access: n is 2 in DDR, 4 in DDR2, and 8 in DDR3. As a result, the mini-
mum access granularity is increasing: 8B in SDRAM, 16B in DDR, 32B in
DDR2, and 64B in DDR3 with a typical 64-bit wide channel. Thus, as DRAM

technology advances, the relative cost of fine-grained accesses increases.

We carried out a simple experiment that compares the effective DRAM
throughput of sequential accesses and fine-grained random accesses using DRAM-
sim [123]. We used STREAM and GUPS of the HPC Challenge Benchmarks [2]
to represent sequential and random access patterns, respectively. As Fig-
ure 3.5(b) shows, near-peak bandwidth is easily achieved with sequential ac-
cesses (in STREAM), whereas fine-grained random accesses (in GUPS) have poor
performance that barely improves over DRAM generations. Note that we
provisioned enough banks and ranks (8 banks per rank and 8 ranks) so that
bank-level parallelism can hide the penalty of the frequent bank conflicts of
random accesses. Hence, the relatively low throughput of GUPS in DDR2 and
DDRS3 is primarily due to their large minimum access granularity. Only a

fraction of the data transferred is actually used, lowering effective throughput.

A narrower data path can be used to decrease the minimum access
granularity because the granularity is a product of minimum burst length and
channel width. The burst length is dictated by the DRAM technology, but the
channel width is a system design parameter. We can find such implementations

in vector processors like the Cray Black Widow [11]: Its memory subsystem
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has many 32-bit wide DDR2 DRAM channels, providing 16B minimum access
granularity. We refer to this style of memory subsystem as many-narrow-
channels. Although the many-narrow-channels approach reduces minimum
access granularity, such a design is inherently very expensive. The many-
narrow-channels approach increases the control overhead, since each channel
requires its own address/command pins. Compared to conventional memory
systems with one address/command bus for every 64-bit data path, Black
Widow’s memory subsystem needs twice the number of address/command
pins. This is a critical problem, since future systems will be severely pin

limited.

An alternative approach to this supercomputing-based many-narrow-
channels design is to use DRAM sub-ranking. Recently, there have been
multiple proposals for memory systems that can control individual DRAM
devices within a rank: Rambus’s micro-threading [124] and threaded mem-
ory module [8,125]; HP’s MC-DIMM (multi-core dual in-line memory mod-
ule) [13, 14]; Mini-rank memory system [140]; and Convey’s S/G DIMM (scat-
ter/gather dual in-line memory module) [25]. In this dissertation, we collec-
tively refer to these techniques as sub-ranked memory systems. Figure 3.6
compares a conventional coarse-grain-only memory system, a many-narrow-
channels approach, and a sub-ranked memory system similar to MC-DIMM.
In Figure 3.6, the many-narrow-channels and sub-ranked approaches provide
16B access granularity with DDR3, and gray boxes and arrows represent ECC

storage and transfers.
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Figure 3.6: Comparison of memory systems. ABUS represents ad-
dress/command bus, and DBUS X/Y represents data bus, where X bits are
for data and Y bits are for ECC.

Most sub-ranked memory proposals [13,14,125,140] focus on energy
efficiency of coarse-grained accesses by mitigating the “overfetch” problem.
The ability of sub-ranked memory to support fine-grained accesses is briefly
mentioned in [25,124], but the tradeoffs are neither discussed nor evaluated.
Compared to the many-narrow-channels approach, sub-ranked memory sys-
tems are less expensive in pin cost, since only one address/command bus is
required per wide data path. In Chapter 6, we design a memory system that
provides efficient fine-grained accesses and dynamic reliability tradeoffs unlike

prior work.
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3.3.2 Sector Caches

Similar to modern DRAMs, recent cache designs are also tuned to
coarse-grained accesses; a cache line of 64B or larger. Large cache lines re-
duce not only tag and ECC storage but also cache misses by prefetching
spatially adjacent data. The adaptive granularity memory system we design
in Chapter 6, however, allows fine-grained main memory accesses; hence, it
is essential to support fine-grained data management in caches also. Like the
many-narrow-channels approach in DRAM, caches with small cache lines (e.g.,

8B) are unacceptable since this increases tag and ECC overheads significantly.

The sector cache is a design originally used in the IBM 360/85 sys-
tem [75] and initially aimed to reduce tag overhead by dividing each cache line
into multiple sectors and providing each sector with its own dirty and valid
bits. Figure 3.7 illustrates caches with a small line and a large line as well as the

sector cache. D and V represent a dirty bit and a valid bit, respectively. The
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sector cache can manage fine-grained data by allowing partially-valid cache

lines, while not increasing tag overhead significantly.
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Chapter 4

Efficient Cache Memory Protection

It is important to minimize the impact on area, power, and application
performance of strong resiliency mechanisms because of the continuing increase
in soft error propensity. The combination of growing last-level cache (LLC)
capacity, shrinking SRAM cell dimensions, decreasing critical charge (Qerit),
and increasing fabrication variability that reduces error margins is leading to
a higher SER [79,106,110]. In particular, recent trends show that multi-bit
errors in the array are becoming significant: Many memory cells can fall under
the footprint of a single energetic particle strike [79,90, 103] as semi-conductor
design rules shrink; and the likelihood of faulty bit rates grow rapidly as Vo

of a cache array is lowered to reduce power consumption [10, 35, 127].

Because of these trends, the need to account for high LLC SER and also
tolerate multi-bit errors in SRAM arrays is becoming acute [31]. Researchers
have already observed up to 16-bit errors in SRAM arrays and are predicting
potentially higher counts in the future [16,79,90]. The more powerful protec-
tion mechanisms required to correct large numbers of bit flips come at a cost
of storing more redundant information or modifying physical designs, as well

as increased energy requirements [63,92].
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In this chapter, we aim to reduce the overheads of providing increased
protection against soft errors in large SRAM arrays and present two LLC pro-
tection mechanisms: Memory Mapped ECC (MME) [132] and ECC FIFO [131].
Both mechanisms apply two-tiered protection described in Chapter 3, but
exploit different schemes for managing T2EC information in main memory.
MME stores the T2EC as addressable data within the memory hierarchy it-

self, while ECC FIFO uses a FIFO structure in main memory.

We evaluate MME and ECC FIFO using full-system cycle-based simula-
tion of memory-intensive applications from the SPLASH2 [129], PARSEC [21],
and SPEC CPU 2006 [109] suites. We show that the proposed architectures
outperform prior techniques for reducing LLC protection overheads on nearly
every metric. We estimate 15— 25% and 9 — 18% reductions in area and power
consumption of LLC, respectively, while performance is degraded by only 0.7%

on average and by no more than 2.8%.

In the remainder of this chapter, we first develop two-tiered protection
for LLC in Section 4.1, then explain the proposed LLC protection schemes:
Memory Mapped ECC in Section 4.2 and ECC FIFO in Section 4.3. Section 4.4
discusses LLC protection tradeoffs enabled by the two-tiered approach, Sec-
tion 4.5 evaluates MME and ECC FIFO, Section 4.6 describes related work,

and Section 4.7 summarizes this chapter.
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Figure 4.1: Two-tiered protection for LLC with dedicated on-chip storage for
the T1EC, while the the T2EC is stored in off-chip memory.

4.1 Two-tiered Protection for LLC

In this section, we develop two-tiered protection mechanisms for LLC.
As discussed in Chapter 2, two-tiered protection consists of the TIEC and the
T2EC. We provide dedicated on-chip storage for the T1EC in every cache line
and use it exclusively for error detection or for light-weight error correction,
while we off-load the T2EC to main memory namespace to avoid dedicated

on-chip storage for the T2EC.

On-chip Storage Overhead. As shown in Figure 4.1, the on-chip ECC
storage overhead of two-tiered LLC protection is for T1EC only and is equal
to S x W x T; bytes, where S is the number of LLC sets, W is the LLC asso-
ciativity, and T} is the number of bytes required for the TIEC corresponding
to an LLC line of B bytes (see Table 4.1 for notations). For example, an 8-way
interleaved parity T1EC that detects up to a 15-bit burst error requires just

1B of storage for a 64B cache line. This is a much smaller overhead than in the
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Table 4.1: Definitions and nominal parameters used for evaluation.
[ LLC parameters |

number of sets S 2048 sets
associativity w 8 ways
line size B 64B
LLC size SxWxB 1MB

the way within a set in which address z is cached way ()

the set within the LLC in which address z is cached set(x)

[ Two-Tiered Protection ]

T1EC size per cache line T see Section 4.4
T2EC size per cache line Ty see Section 4.4
[ MME |

memory address in which the T2EC bits protecting

address z are stored T2EC-addr(z)

base pointer to the T2EC region T2EC_base
multiple T2ECs that are mapped to a single LLC line | T2EC line

[ ECC FIFO ]
Tag size t log, (SXW) = 14 bits
the coalesce buffer size m \_%J =6
T2EC FIFO size k see Section 4.3.3

[ Others ]
DRAM bandwidth BW 5.336GB/s
eager write-back period Towb 109 cycles
processor clock clock 3GHz

conventional approach of uniformly providing an 8-way interleaved SEC-DED
code requiring 8B for each cache line. Both the 8-way interleaved parity T1EC
and the conventional 8-way interleaved SEC-DED have similar burst-error de-
tection capability (up to 16-bit bursts for SEC-DED and 15-bit bursts for the
T1EC), although the SEC-DED code can detect a larger number of non-burst
bit errors. To provide a matching correction capability, the T2EC is an 8-
way interleaved SEC-DED that is stored in the off-chip DRAM. Section 4.4
describes more examples of two-tiered codes with error detection/correction

capabilities and area/power overheads.
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Figure 4.2: Memory Mapped ECC architecture that stores the T2EC infor-
mation as addressable data within the memory hierarchy.

4.2 Memory Mapped ECC

Memory Mapped ECC (MME) is based on two-tiered protection and
stores T2EC information within the memory hierarchy as addressable data.
Thus, the memory-mapped T2EC information can be cached in the LLC and
eventually stored in low-cost off-chip DRAM. Figure 4.2 illustrates how MME
organizes T1ECs and T2ECs in the LLC and DRAM.

Storing the T2EC bits as cacheable data, rather than in dedicated
storage, offers several important advantages. First, by allowing the redundant
information to be stored in DRAM and cached on chip, we transparently and
dynamically adjust the on-chip T2EC storage to the number of dirty cache
lines using the existing cache management mechanism. We do not limit the
number of dirty lines in a cache set or the cache overall. Thus, we eliminate
all SRAM leakage and area overheads of dedicated T2EC storage, improving

on the savings suggested in the past [64,71]. The second main advantage is
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the generality of our technique and the flexibility it provides in choosing the

T2EC (see Section 4.4).

We now describe how to integrate MME within the memory hierarchy
including interfaces with the main memory namespace and the LLC controller
in Section 4.2.1-4.2.2, followed by a discussion of error detection and correction
procedures in Section 4.2.3. We also discuss how to support write-through L1

caches in Section 4.2.4.

4.2.1 T2EC in Main Memory.

MME requires a region of the memory namespace (the T2EC region)
to be allocated for T2EC storage. Our current implementation is to map
this region to physical DRAM addresses and avoid address translation when
reading and writing T2EC. An on-chip register, (T2EC_base), points to the
start of the T2EC array, which is only 75 x S x W bytes in size, where T5 is
the number of bytes required for the T2EC corresponding to an LLC line of B
bytes (see Table 4.1 for notations). For example, using interleaved SEC-DED
codes, the T2EC array is just 128KB of physical DRAM for every 1MB of an
LLC with 64B lines. Each physical LLC line is associated with a T2EC in
physical memory, as follows (See Table 4.1 for notations):

T2EC_addr(z) = T2EC_base +(way(x)xS+set(x)) x Ts.
Using this mapping for the interleaved SEC-DED T2EC on 64B LLC lines,
eight T2EC entries are mapped into 64B and form a T2EC cache line.
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We define the T2EC region in DRAM to be cacheable in the LLC. This
has two significant advantages over writing T2EC information directly out to
DRAM. First, it reduces the DRAM bandwidth required to support MME by
exploiting locality in T2EC addresses and accessing T2EC data in the cache
when possible. We map LLC lines from consecutive sets to be adjacent in
T2EC DRAM storage to increase the likelihood that accesses to arrays in the
program will have their T2EC data placed in the same T2EC line. A T2EC
cache line is fetched to the LLC, modified in the LLC, then evicted to DRAM
like a normal cache line. In other words, the LLC is dynamically partitioned
to data and T2EC cache lines, and T2EC storage overheads are eventually
off-loaded to DRAM.

The second advantage of caching T2EC data is in matching the T2EC
access granularity to DRAM burst size. A typical T2EC will require a small
number of bytes for every LLC line, and writing at such a fine granularity to
modern DRAM systems is inefficient and wastes limited DRAM bandwidth.
By caching T2EC data, the LLC acts as a write-combining buffer for T2EC
bits, and all writes to DRAM are performed at the granularity of one or more

DRAM bursts.

4.2.2 LLC operations

LLC Read. We assume the cache level preceding the LLC (L1, if the LLC
is L.2) is a write-back cache; hence, the LLC is always accessed at a coarse

granularity of a cache line. When a cache line is read from the LLC (fill
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Figure 4.3: LLC write and T2EC update in LLC with MME.

into preceding level or write-back into DRAM), the T1EC is used to detect
and potentially correct errors. The detailed error detection and correction

procedures are described in Section 4.2.3.

LLC Write. The procedure for writing a line into the LLC is summarized
in Figure 4.3(a). In all write cases, the TIEC is computed and stored in the
T1EC portion of the cache line. A T2EC, however, is only computed for dirty
lines that are written back into the LLC from a previous-level cache (e.g., L1).
This newly generated T2EC is mapped to a cacheable DRAM address. If this
T2EC address is already in the cache, it is updated with the newly computed
T2EC. If the T2EC address is a cache miss, a line is allocated for it in the
LLC and the T2EC is fetched from DRAM (see the next paragraph for more
details). Note that a T2EC is generated only for a dirty cache line and that

T2EC encoding / caching is concurrent with the LLC data write.
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Figure 4.4: Extended MSHR entry. The bit vector length is equal to the
number of T2EC entries mapped to a single LLC line.

T2EC Write. The MME architecture provides an optimization for the
allocation and population of T2EC lines in the LLC. Because a T2EC is just
an ECC for a dirty cache line, we can often simply allocate a T2EC line
in the LLC without first fetching it from DRAM. If all the cache lines that
are mapped to a single T2EC cache line are clean, the corresponding T2EC
information in DRAM is stale and unnecessary, and it is wasteful to read
it. The optimized procedure for allocating and populating a T2EC line is
illustrated in Figure 4.3(b). T2EC cache line fills occur only when there is at
least one dirty cache line among the cache lines mapped to the T2EC cache

line.

Filling a T2EC line from DRAM is similar to a regular data line fill,
and the read request is first placed in an MSHR (Miss Status Handling Reg-
ister). The MSHR is responsible for merging the newly computed T2EC with
the T2EC data corresponding to other cache lines that is being fetched from
DRAM. This merging capability is similar to that provided by the MSHRs
between two cache levels where the granularity of writes is smaller than the
cache line size (e.g., when L1 line size is 16B and L2 line size is 64B). To accom-
plish the T2EC merging, each MSHR entry is extended with a bit vector that
indicates what portion of the T2EC line has just been calculated and what

portion is being fetched from DRAM (Figure 4.4). This bit vector enables
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Figure 4.5: LLC read and error correction in LLC with MME.

additional pending T2EC writes to the same T2EC line to proceed, while the

line is being fetched.

4.2.3 FError Detection and Correction

Error Detection. = When properly designed, the error detection using a
T1EC, which is the most common operation, is less complex and consumes
less energy per access than those of the conventional ECC. For instance, de-
tecting a single-bit error is much simpler using a parity based T1EC than
with a SEC-DED code. We do not exploit this advantage in our architecture
when evaluating MME in Section 4.5 and refer the reader to the PERC pa-
per [99], which uses decoupled error detection and error correction to improve

the performance and energy of a first-level cache.

Error Correction. When the T1EC detects an error, the correction mech-

anism will attempt to correct the error using the T1EC. If possible, the cor-
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rection will be done with low energy and latency. If the chosen T1EC is
not strong enough for correction, and the cache line is clean, error correction
simply involves re-fetching the line from DRAM with the corresponding en-
ergy and latency penalty. For dirty lines, the correction mechanism accesses
the T2EC data and decodes the redundant information. Thus, the maximum
penalty for correction is a single LLC line fill from DRAM and invoking T2EC
decoding. Given the rare occurrence of an error on a dirty line that cannot be
corrected by the T1EC, this overhead is entirely negligible. The error correc-
tion procedure using the TIEC and T2EC is described in Figure 4.5(a) and
Figure 4.5(b).

4.2.4 Supporting Write-Through L1

So far we assumed L1 (or the cache level preceding the LLC) is write-
back (WB), where a dirty eviction to L2 is always at a coarse granularity
of a cache line. Supporting write-through (WT) L1 that is used in many
commercial designs, however, requires no fundamental changes in the MME
architecture. Each store instruction in a processor with WT L1 caches writes
the data to an L1 cache line, then eventually updates a word in an L2 cache
line. In MME, each update of an L2 cache line updates T2EC information
also; hence, the fine-grained and more frequent L2 updates (in a system with
WT L1) can potentially lead to more frequent T2EC cache misses. Since we
do not read T2EC information unless an error occurs, the more frequent T2EC

misses can be easily tolerated with the MSHR described in Section 4.2.2.
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As a result, the MME architecture supporting WT L1 should be able to
support more concurrent T2EC misses, and this may impact performance and
power due to potentially higher MSHR/LLC utilization. Although we do not
evaluate MME with W'T L1, the relatively low activity factor of the LLC and
the MME’s reduced LLC area can improve power/energy efficiency, since LLC
power consumption, as shown in Section 4.5, largely depends on the leakage

power.

4.3 ECC FIFO

The second LLC protection mechanism we propose is ECC FIFO. Sim-
ilar to MME, ECC FIFO also uses two-tiered protection, but the mechanism
of off-loading T2EC overheads is different; a FIFO in main memory off-loads
T2EC storage overheads.

In ECC FIFO, every time a T2EC is generated, the redundant infor-
mation is pushed into the T2EC FIFO along with a Tag that indicates the
corresponding dirty physical LLC line. Thus, when the T1EC detects an error
that it cannot correct, T2EC FIFO can be searched starting from the newest
entry until a matching tag is found and the T2EC information can be re-
trieved. The FIFO is simple to implement and allows us to easily identify

the T2EC corresponding to an error with very low management overhead and

with efficient transfer of T2EC data to DRAM.

Figure 4.6 illustrates ECC FIFO architecture; on-chip ECC overhead
is the same as that of MME, but T2EC FIFO and the coalesce buffer manage
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Figure 4.6: ECC FIFO architecture that stores the T2EC information into the
T2EC FIFO in DRAM.

T2EC information. Unlike MME, ECC FIFO does not cache T2EC as data;
hence, ECC FIFO does not affect LL.C caching behavior.

4.3.1 LLC operations and Error Detection/Correction

Since ECC FIFO has similar on-chip organization of uniform T1EC as
MME, LLC read/write operations in ECC FIFO are almost the same as those
operations in MME except T2EC information management as well as error

correction procedure using T2EC.

LLC Write and T2EC Write. In ECC FIFO, T2EC is encoded only
with dirty line eviction to the LLC as in MME. We assume that the cache
level preceding the LLC (e.g., L1, if the LLC is L2) is a write-back cache in
ECC FIFO. Supporting write-through L1 in ECC FIFO is impractical since
frequent fine-grained writes to L2 generate too much T2EC traffic. The en-

coded T2EC is packed with a Tag , which is a pointer to the corresponding
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physical data line in the LLC. A Tag is composed of the set number and the
way number of the cache line so that the T2EC can later be associated with
a detected error. The Tag requires log,(S x W) bits, e.g., 18 bits for a 16MB
LLC with 64B cache lines. The packed Tag/T2EC pair is pushed into a co-
alesce buffer and then written into the FIFO with DRAM-burst granularity.
The coalesce buffer is necessary to achieve high DRAM throughput, because a
single Tag/T2EC is only 10.5 bytes in the example above (8 bytes for an inter-
leaved SEC-DED T2EC and 2.5 bytes for the Tag), smaller than the minimum
burst size of modern DRAM controllers, which are architected for LLC-line
granularity (e.g., 64B). Using the parameters above, we can coalesce up to 6

Tag/T2EC pairs into a single DRAM write-back.

LLC Read, Error Detection, and Error Correction. Error detection
mechanism of ECC FIFO is the same as MME; the uniform T1EC detects
(and possibly correct light-weight errors). Once T1EC detects, but cannot
correct errors in a dirty LLC line, the first step required to correct such an
error using T2EC is to identify the FIFO entry that contains the T2EC data.
The FIFO is searched sequentially to find the Tag, which corresponds to the
LLC physical line in which the error was found. The search starts from the
newest FIFO entry, which can still be in the on-chip coalesce buffer, and
proceeds from the current FIFO tail towards the head. Once the most recent
matching pair is found, the T2EC (and the T1EC, if needed) attempts to
correct the errors. Thus, the worst case penalty of T2EC error correction is

the required time to read and compare all Tag/T2EC pairs from the FIFO.
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This takes roughly kx(B/m)/BW seconds, where k is the size of the FIFO
in number of pairs, m is the number of pairs in the coalesce buffer and BW
is the expected throughput of the DRAM channel in bytes/sec (see Table 4.1
for notations). For instance, the worst case correction latency is around 1.66
ms when k is one million entries, m is 6, B is 64 bytes, and BW is 6.4GB/s.
This overhead, however, is entirely negligible given the rare occurrence of an
error that requires T2EC for correction, which we estimate at one error every
155 days for a 32MB cache in today’s technology [106,110]. Note that errors
on clean cache lines will be corrected by re-fetching data from DRAM as in

MME.

4.3.2 T2EC FIFO

We propose to use a large circular buffer in the main memory space as
the T2EC FIFO. The FIFO has two significant advantages over other T2EC
storage options: (i) a FIFO allows arbitrary coalescing with a trivial and small
on-chip buffer that can still maximize DRAM throughput; and (ii) a FIFO is
easy to manage in software and provides a clear way to identify the most
recent update to an LLC physical line’s T2EC data. Information on the FIFO
size and base address is stored within the LLC controller and can be set by

privileged hypervisor or OS instructions, or through the BIOS.

One caveat to using a circular buffer is that a T2EC push into the
FIFO overwrites the oldest entry. If the physical cache line that corresponds

to the overwritten T2EC FIFO entry has not been modified or evicted from

57



the LLC, then its T2EC information is overwritten and lost. At that point,
the line becomes T2EC unprotected, and the system will not be able to recover

from an error within it.

4.3.3 T2EC Overwrite and Unprotected Lines

To analyze the effects of the T2EC FIFO size on T2EC protection
capability, we define Pyupot as the probability that a T2EC cannot correct
the LLC line due to a T2EC overwrite in the circular buffer. Even though
the buffer is finite, the probability of unprotected lines is small for two main
reasons: (i) inherent memory access patterns in applications that limit the
lifetime of dirty lines in the LLC through reuse and capacity/conflict evictions;
and (ii) limiting dirty line lifetime by programming the LLC controller to

periodically clean dirty lines.

Reused and Evicted Dirty Lines. In many applications, the natural
access pattern leads to relatively short lifetime of dirty lines in the LLC. Cache
lines are often re-written by the application as new results are generated,
rendering earlier computed T2EC data stale and unnecessary. In other cases,
LLC lines are evicted to make room for new lines being fetched, and again any
existing corresponding T2EC data in the FIFO becomes obsolete. We denote
the fraction of T2EC entries that correspond to reused lines in the LLC as

Fleuse and the fraction of entries corresponding to evicted lines as Fiyict-

For example, 1bm from the SPEC CPU 2006 suite [109] has streaming

memory access patterns; hence, the vast majority of dirty lines are written-
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Figure 4.7: Punprot, Freuse, and Fiyict in the 1bm application.

back into DRAM before a T2EC overwrite occurs. Simulation results (param-
eters as described in Section 4.5) show that Fl;c; goes up rapidly as the FIFO
size is increased from 15K to 30K entries; the probability of T2EC unprotected
reaches 0 when the FIFO is larger than 30K entries, which is 313KB of DRAM

space (Figure 4.7).

Periodically Cleaning Dirty Lines. Although some applications (such as
1bm) do not suffer from T2EC unprotected with a reasonable FIFO size, other
applications may cause overwrites leading to unprotected lines regardless of
the FIFO depth. We utilize the previously proposed eager write-back tech-
nique [69] to bound the lifetime of a dirty line in the LLC. We explain this in
detail and derive a model to analyze the T2EC unprotected probability with

eager write-back.

The original eager write-back technique, proposed in [69], opportunis-
tically writes dirty lines into DRAM when a dirty line is in the least-recently
used position and a DRAM issue slot is available. This reduces pressure on
DRAM when demand fetches are necessary and increases performance. We uti-

lize a more predictable approach, which retains the performance advantages, in
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Figure 4.9: Probability that a dirty cache line remains dirty in time.

which lines are periodically probed and written back if dirty. This is similar to
the policy used in cache reliability studies [64,71] and decay caches [60]. Our
eager write-back implementation scans each cache line with a predetermined

period, Toy, cycles, and eagerly writes a dirty line older than the period.

Figure 4.8 shows an example time-line of a dirty line in the LLC, from
the time it is evicted into the LLC until the time it is cleaned by an eager
write-back. Each cache line is scanned once per T, cycles so that a dirty line
is eagerly written back to DRAM within a maximum of 2x T, cycles after the
line is evicted into the LLC. Based on this observation and the fact that the
periodic scanning is independent of the eviction times, we can define Pp(t) as
the expected probability that a dirty cache line that was written into the LLC
at time ¢ = 0 remains dirty at time ¢, as shown in Figure 4.9. Since eager write-
back does not clean dirty lines younger than Tey, cycles, Pp(t) = 1 for the

first Toyp, cycles, after which Pp(t) decreases linearly until it reaches 0 at time
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Figure 4.10: Time-lines of dirty lines with T2EC pushes to the FIFO.

t = 2XTey cycles. Figure 4.10 illustrates the two potential time-lines of a dirty
LLC line that is neither evicted nor reused with respect to being cleaned by
an eager write-back or overwritten in the T2EC FIFO. Figure 4.10(a) depicts
the case that a line is cleaned by an eager write-back before its T2EC data is
overwritten and is thus fully protected, whereas Figure 4.10(b) shows a window
of vulnerability opening, if the T2EC is overwritten before the line is written

back.

To summarize the discussion above, the factors determining whether
a line becomes T2EC unprotected are the period of time in which a T2EC
entry is required to protect the cache line (the T2EC entry’s valid-time) and
the time for the T2EC to be overwritten in the FIFO (its overwrite-time);
when a T2EC entry’s valid-time is longer than its overwrite-time, the cache
line becomes T2EC unprotected. The valid-time is the property of the LLC
and memory access pattern; the time it takes for the line to be cleaned by an

eager write-back determines the valid-time unless the line is reused or evicted
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Figure 4.11: Examples of Drogc(t) for 5k and 10k entry FIFOs from the
omnetpp application overlaid on Pp(t) when Ty, is 1M cycles.

before it is cleaned. The overwrite-time is a function of the FIFO depth and
the rate at which dirty lines are written into the LLC (property of memory
access pattern and parameters of the caches closer to the core). Because
the valid- and overwrite-times are application-specific and dynamic, we model
their impact on unprotected lines using a probability density function of the
overwrite-time, Dropc(t). Drogc(t) is the distribution of T2EC overwrite-time
that a T2EC entry that was computed at time ¢t = 0 is overwritten at time
t > 0. Figure 4.11 shows examples of Dropc(t) from omnetpp with different
FIFO sizes. A larger FIFO shifts Dropc(t) towards longer overwrite times
so that eager write-back cleans nearly all the dirty lines before the T2EC is

overwritten.

We can now write the probability of an unprotected line as in Equa-

tion 4.1.

Punprot == (1 - Freuse - Fevict) X / PD<t) X DT2EC(t) dt (41)
0
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Figure 4.12: Probability of T2EC unprotected when Ty, is 1M cycles. A
FIFO larger than 40k entries is required only in three applications: dedup,
fregmine, and bzip?2.

We used a detailed simulator, described in Section 4.5, to collect T2EC
overwrite-time information for a variety of benchmark applications and a range
of FIFO sizes. We then applied the model of Equation 4.1 and compared the
resulting expected fraction of unprotected LLC lines to that from the cycle-
accurate simulation. Although we do not present the detailed comparison

results in this dissertation, the model and the simulation agreed to within 1%.

Impact of FIFO size and Eager Write-Back Period. Figure 4.12 shows
the decrease in probability of T2EC unprotected as the size of the FIFO in-
creases for a range of applications when the eager write-back period is 1M
cycles. All but 3 of the applications (dedup fregqmine, and bzip2) are fully
protected with a FIFO of 40K entries requiring only 417KB of DRAM stor-
age. The deepest FIFO required to avoid overwrites with T, = 1M cycles is
100K-entries for bzip2, requiring about 1MB of DRAM storage. Figure 4.13

shows the effects of varying T.,1, on a few representative applications. All but
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Figure 4.13: Probability of T2EC unprotected varying Tywp.

4 of the applications evaluated behaved similarly to OCEAN of the SPLASH?2
suite, requiring a FIFO smaller than 100K entries even with Ty, = bM cy-
cles. RADIX, bzip2, freqmine, and dedup required deeper buffers, with dedup
requiring a 220K-entry (2.5MB) buffer with Tey, = 5M cycles.

Guaranteeing No T2EC Unprotected Lines. If the T2EC FIFO is
sufficiently large, then eager write-back will always clean a dirty line before
the corresponding T2EC is overwritten. With eager write-back, the maximum
T2EC valid-time is 2x T, cycles so we need to choose a FIFO deep enough to
make the minimum T2EC overwrite-time longer than the maximum valid-time.
The minimum T2EC overwrite-time is k/R, where R is the maximum FIFO

fill rate, and a FIFO greater than 2x7T., x R prevents T2EC unprotected.

The maximum FIFO fill rate is essentially the maximum possible rate

of dirty line writes into the LLC. At worse, every store instruction can cause
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Figure 4.14: Py, prot with varying L1 size.

1.00E+00 — 1.00E+00 -
512k 512k

1.00E-02 81024k 1.00E-02 81024k
1.00E-04 \ \ 42048k —— 1.00E-04 \\ 42048k —
1.00E-06 \ \ 1.00E-06 \
1.00E-08 1.00E-08
1.00E-10 '—v—\—vlm 1.00E-10 '—v—vk—v—-—v—-—v—-—v—-—v—-—v—-—v—-—v—-—v—-—!

5k 10k 15k 20k 30k 40k 50k 60k 70k 80k 90k 100k 5k 10k 15k 20k 30k 40k 50k 60k 70k 80k 90k 100k

(a) hmmer (b) omnetpp

Figure 4.15: Pyppror With varying L2 size.

a dirty line eviction into the LLC. Alternatively, the fill rate may be limited
by the total DRAM write bandwidth (to fill the FIFO) or the bandwidth of
the LLC controller. In our simulated system (see Table 4.4), the DRAM write
bandwidth sets the tightest bound. The FIFO size required is 2 X Ty, X m/ B X
BW /clock, where clock is the clock frequency of eager write-back operations.
This corresponds to a FIFO of 346,070 entries requiring 3.6MB. While this is
a fairly large buffer, its size is very small compared to today’s main-memory

capacities and replaces valuable on-chip area.

Sensitivity to Cache Size. Intuitively, a larger L1 or a smaller L2 will
reduce the number of T2EC unprotected lines; a larger L1 reduces the rate of
dirty evictions into the LLC, and as a result, T2EC overwrite-time increases.

Similarly, a smaller L2 will cause cache lines to be replaced more often, due
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Table 4.2: Baseline and two-tiered ECC codes assuming 64B cache line (base-
line codes are regarded as TIEC without T2EC).

T1EC T2EC T1EC T1EC T2EC
. . burst error | burst error | burst error
code size code size . . .
correction detection correction
baseline
S 8 way SEC-DED 8B N/A N/A 8 16 N/A
D 8 way DEC-TED | 16B N/A N/A 16 24 N/A
two-tiered error protection
PS 8 way parity 1B 8 way SEC-DED 8B N/A 15 bits 8 bits
PN 16 way parity 2B 4 way SNC-DND 8B N/A 31 bits 4 nibbles
PB 32 way parity 4B 8 bit symbol RS 8B N/A 63 bits 4 bytes
SD | 8 way SEC-DED 8B 8 way DEC-TED 8B 8bits 16 bits 16 bits

to capacity constraints, which then decreases T2EC valid-time. We ran sim-
ulations varying the L1 size between 32 — 128KB and the L2 size between
512 — 2048 KB. The behavior of T2EC unprotected is as expected and de-
scribed above. The overall impact of cache sizes is, however, relatively small,
and we omit the full results for brevity. The conclusion is that the FIFO depth
required to eliminate the possibility of T2EC unprotected lines is unchanged
in most applications; it changes by 5 — 10K entries only in four of the eight
applications we tested (SPEC CPU 2006 applications), including hmmer and
omnetpp. Figure 4.14 and Figure 4.15 present Py,p.o With different L1 and L2

sizes in hmmer and omnetpp applications.

4.4 Error Protection Tradeoffs

In this section, we evaluate improvements in protection capabilities and
discuss new tradeoffs enabled by the two-tiered approach. One of the main
advantages of our two-tiered protection is the flexibility it provides in choosing

the T1IEC and T2EC.
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With the design considerations presented in Section 3.1.4, Table 4.2
describes the configurations and burst error detection/correction capabilities of
a number of one-tiered baseline ECC codes as well as two-tiered ECC codes for
MME and ECC FIFO. Other error detecting codes, such as cyclic redundancy
coding (CRC), can be combined and yield stronger random error detecting
capability. However, we choose interleaved parity and SEC-DED as the T1EC
considering both burst error detection capability and decoding latency. All of
the two-tiered codes have identical T2EC size (8B) per 64B cache line; hence,
the impact on performance in MME and ECC FIFO will be roughly the same
across the presented two-tiered coding schemes. This leaves the tradeoff to be
between the protection capability (T1EC detection and T2EC correction) and

on-chip area (T1EC size).

The PS configuration (parity TIEC and SEC-DED T2EC) allows us
to directly compare our architecture to the baseline one-tier 8-way interleaved
SEC-DED codes (S), which are commonly used in related and prior work.
The two-tiered PS provides the same bursty error correction capability (up to
8-bit bursts) as the one-tier SEC-DED (S) with reduced on-chip area. The
number of detectable errors is different, however. The interleaved parity can
detect bursts up to 15 bits long, whereas the conventional interleaved SEC-
DED codes can detect up to 16-bit bursts (8-way interleaved double-bit errors).
The codes also differ in their detection capability for non-burst multi-bit errors,

which we evaluate later in this section using error injection.
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Table 4.3: Area, leakage power, and array energy per read access.

baseline MAXn two-tiered protection

no ECC S D MAX1 MAX2 MAX4 | PS PN PB SD
Leakage Power (W) 1.4 1.6 1.8 1.5 1.5 1.6 1.4 1.5 1.5 1.6
Energy per Read (nJ) 2.0 2.4 2.9 2.1 2.1 2.7 2.1 2.1 2.2 2.4
Area (mm2) 10.0 12.0 14.1 10.3 104 10.6 10.2 10.5 109 12.0
ECC area overhead (%) | - 20.7 41.7 | 3.4 4.2 6.5 2.4 4.9 9.8 20.7

The PN (parity T1IEC and nibble-based SNC-DND T2EC) and PB
(parity TIEC and byte-based RS T2EC) configurations can correct even longer
bursts. Correction capability is up to 4 nibbles (13-16 bits) and 4 bytes (25-32
bits), respectively, while the on-chip overhead is still very low; even the 32-way

parity T1EC of PB requires only 4 bytes, half the space of the baseline (S).

The SD configuration uses a DEC-TED code, which is separable into an
8-bit SEC-DED, with an additional 8 bits providing detection and correction
for one more bit error [91]. In our two-tier SD, the 8-bit SEC-DED portion
is the T1EC that corrects nearly all errors, up to 8-bit bursts, with very low
latency. The T2EC DEC-TED, which is constructed from the 8 bits stored on
chip in the T1EC and the 8 bits that are retrieved from the T2EC, is used only
in the very rare case of an error that was detected by the T1EC but cannot
be corrected by it. Note that the T1EC has only half the on-chip storage

overhead of the one-tier DEC-TED configuration (D).

Storage, Energy, and Latency Overheads. Table 4.3 compares area
overheads, leakage power, and array energy per access of the two-tiered pro-
tection, MAXn, and baseline schemes. MAXn is a generalization scheme of the

area-efficient cache architecture [64]. The MAXn architecture uses decoupled
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error detection/correction approach. Each cache line (64B) has parity (1B)
for error detection, and a separate n-way set associative dirty line ECC cache
provides error correction using SEC codes. As a result, MAXn allows only
n dirty lines per set, and any violation to this constraint will force an oldest
dirty line to be evicted, increasing off-chip traffic. Figure 4.16 illustrates the

MAXn architecture.

We use CACTI 5 [119] to report the properties of a IMB LLC and re-
lated ECC in a 45nm process. Our architectures only dedicate on-chip storage
to the T1EC and significantly reduces the area and leakage overheads of strong
ECC. For up to 8-bit burst error correction (S, MAXn, and PS), the two-tiered
error protection has much lower area overhead (2.4%) compared to the one-tier
SEC-DED baseline (20.4%) and MAXn (3.4% —6.5% for n = 1—4). With the
increased burst error protection of PN and PB, the area overhead is very small

(4.9% for PN, and 9.8% for PB). In addition, 16-bit burst error correction in
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Figure 4.17: Random error detection/correction capabilities of baseline and
two-tiered error codes.

the two-tiered (SD) has the same overhead of the baseline S, whereas it is only

supported with a 41.7% area overhead using a one-tier equivalent code (D).

Random Error Behavior. In order to further assess the error protection
capability of the two-tiered codes, we use random-error injection and measure
error protection and detection capabilities. For each error scenario presented
in Figure 4.17, we generate 1000 random cache lines and inject random bit flips
to each line, including varying the number of erroneous bits from 1 — 15 for
each protection scheme. Figure 4.17 depicts the probability of errors corrected

and detected in the presence of multi-bit random error.

Figure 4.17(a) shows the probability that the ECC codes detect and
correct the injected errors. We make two observations regarding the results:
(1) in general, two-tiered error protection matches the correction capabilities of
its one-tiered counterparts; and (ii) the symbol-based PN and PB error codes

perform relatively poorly with respect to random errors, even though they
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have superior burst-error correction capabilities (Table 4.2). Also, note that
PB cannot correct all double- and quad-bit errors, even though it uses byte-
oriented RS, because the parity-based T1EC cannot detect all even-numbered

random errors (Figure 4.17(b)).

Figure 4.17(c) depicts the rate of correctly detected errors, including
errors that are correctable. The behavior of the one-tier and two-tier ap-
proaches is quite different, because the stronger T2EC only comes into play if
T1EC detects an error. The parity-based T1EC schemes, perform poorly in
detecting two random errors, but the greater interleaving degree of PN and PB
have very good detection rates for a large number of errors. Both the one-tier
and two-tier SEC-DED and DEC-TED based codes perform well with a small
number of errors, but cannot handle a larger number of errors. One conclu-
sion we draw is that further study of error detection/correction techniques is
necessary if a large number of random errors become a possibility, which is the

case of low-V¢c caches [10, 35, 127].

4.5 Evaluation

In this section, we evaluate the cost and performance impact of MME
and ECC FIFO. We use the Simics full system simulator [78] with the GEMS [80]
toolset. We use the OPAL out-of-order processor model of GEMS to simulate a
SPARC V9 4-wide superscalar core with a two-level write-back exclusive cache
hierarchy implemented in the Ruby module of GEMS. To accurately account

for the impact our technique has on memory bandwidth and performance, we
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Table 4.4: Simulated system parameters.

Processor | SPARC V9 ISA

Core 4-wide superscalar (3GHz)

split I/D caches, each 64KB

L1 Cache 2-way set associative, 64B cache line

write-back, 1 cycle latency

a unified 1MB cache, 8-way set associative

L1 exclusive, 64B cache lines

eager write-back (Tewpn = 108 cycle)

L2 latency is 12 cycles including ECC encoding/decoding
single channel DDR2 DRAM (5.336GB/s)

DRAM 667MHz 64-bit data bus

open page, Read and Instruction Fetch First policy

L2 Cache

integrate DRAMsim [123] into GEMS. We use applications from the SPEC
CPU 2006 [109], PARSEC [21], and SPLASH2 [129] benchmark suites that
stress the memory subsystem. We do not present results for applications that
are not memory intensive, as they are not sensitive to the T2EC traffic. Be-
cause accurate full-system simulation is very slow, we augment the simulation
results using PIN emulation [77] to study the behavior of applications with
large datasets. We believe that simulating a single core with the given pa-
rameters proves the utility of MME and ECC FIFO, and conclusions can be
drawn on the performance and overheads if implemented within a multi-core

processor.

Table 4.4 describes the baseline system configuration. As mentioned
in Section 4.3.3, we use eager write-back [69] to limit the lifetime of dirty
lines in the LLC and to improve the baseline performance; eager write-back
improves the baseline performance by 6-10% in most applications and 26%
in libquantum. Note that we applied a different eager write-back period for

fluidanimate (0.25M) to optimize the performance of the baseline scheme.
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4.5.1 Workloads

We use a mix of the SPLASH2 [129], PARSEC [21], and SPEC CPU
2006 [109] workloads. We concentrate on applications with large working sets
that stress the memory hierarchy and highlight the differences between our
architectures and prior work. For the detailed cycle-based simulations, we run
the applications from SPLASH2 and PARSEC to completion using a single
thread and small to medium problem sizes: tk15.0 for CHOLESKY; 64K samples
for FFT; a 514 x 514 grid for OCEAN; 1M samples for RADIX, and the simsmall
inputs for all PARSEC applications. For the SPEC CPU 2006 workloads, we
use the reference input dataset and a representative region of 200M instruc-
tions, as indicated by Simpoint [49]. We use much larger datasets and execute

all applications to completion for our PIN-based evaluation in Section 4.5.3.

4.5.2 Performance/Power Results and Analysis

In this subsection, we evaluate overall performance results and compare
the impact of MME and ECC FIFO to that of MAXn schemes [64]. We analyze
LLC power consumption in various coding schemes discussed in Section 4.4
and show the potential of saving LLLC power consumption by off-loading the
T2EC to DRAM. We evaluate the impact of additional DRAM traffic needed
for off-loading the T2EC to DRAM, which only degrades performance if it
competes with demand fetches and analyze sensitivity to DRAM bandwidth
to assess the performance impact of MME and ECC FIFO on CMPs, where
DRAM bandwidth is more scarce.
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Figure 4.18: Normalized execution time.

4.5.2.1 Impact on Performance

Figure 4.18 compares the execution times of MAXn, MME, and ECC FIFO
normalized to the execution time of the baseline configuration. As shown, the
impact on application performance of both MME and ECC FIFO is minimal,
with an average performance penalty of less than 0.7% both in MME and
ECC FIFO and a maximum degradation of just 2.8% in MME and 2.3% in
ECC FIFO. These results are encouraging because of the benefits our schemes
provide in reducing on-chip area and leakage power by minimizing dedicated
on-chip ECC storage. The MAXn technique, on the other hand, requires a sig-
nificant tradeoff between performance loss and area gains. MAX1 averages over
5.7% performance loss with several applications experiencing 10 — 23% degra-
dation, MAX2 degrades 2% on average, while 1ibquantum is significantly de-
graded by 6%, and MAX4 performs slightly better than MME and ECC FIFO.
MAX4, however, requires much more area than MME and ECC FIFO as shown
in Table 4.3.

74



2.50E+09

& -o-Baseline |
2.30E+09

-8-MME
210E+09 \ =%-ECCFIFO|_
: 1.90E+09
1.70E+09 \\.\

1.50E+09 \

1.30E+09

Execution Time [cycle]

256KB 512KB 1MB 2MB
LLCsize

Figure 4.19: OCEAN 258 x 258 performance of the baseline, MME, and ECC
FIFO with varying LLC size.

The anomalous behavior of OCEAN, fluidanimate, freqmine, and hmmer,
where the performance of MAX2 and MAX4 is slightly better than baseline,
is a result of increased eager write-backs for lines that are being forced clean
in order to guarantee protection. We also note that applications with small
working sets, such as WATER-NSQUARED (SPLASH2) and blackscholes (PAR-
SEC) experience no performance drop with MME and ECC FIFO as well as

MAXn, and we do not report their results.

Sensitivity Analysis.  Note that the area / error protection tradeoff in
MME is the same as that of ECC FIFO because both schemes use two-tiered
protection and off-load T2EC to DRAM. MME, however, can impact perfor-
mance significantly when the working set of an application closely matches
the LLC size. Figure 4.19 compares the execution times of OCEAN with a
258 x 258 grid of baseline, MME, and ECC FIFO configurations as the LLC

size is varied. As the LLC size grows from 512KB to 1MB, the baseline perfor-
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Figure 4.20: MME and ECC FIFQO’s sensitivity to L2 size.

mance is improved by 26%. ECC FIFO’s performance is consistently less than
1% across all LLC sizes. MME, however, degrades performance significantly
(10%) with a 1IMB LLC since the effective LLC size is reduced by sharing
the LLC between data and T2EC information. We also evaluate MME and
ECC FIFO’s sensitivity to L2 size in Figure 4.20. The relative performance
degradations in 512KB and 2MB L2 caches are 1 — 2% on average. MME’s
penalty is, however, sensitive to L2 size in applications such as FFT, hmmer,
libquantum, and 1bm, where performance penalty is still less than 5% except
hmmer with 2MB. Compared to MME, ECC FIFO is insensitive to L2 size

since the T2EC management bypasses the LLC.

In addition, we evaluated MME and ECC FIFO varying many system
parameters: different eager write-back periods, an in-order core, and different
L1 sizes. MME and ECC FIFO’s performance degradation is consistently
low (less than 2%) across all different configurations, showing that MME and

ECC FIFO are not sensitive to system parameters.
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Figure 4.21: LLC miss rate overhead in MME normalized to the miss rate of
the baseline

4.5.2.2 Impact of MME on LLC behavior

In this subsection, we analyze the impact of MME on the behavior of
the LLC. Note that ECC FIFO bypasses the LLC to access T2EC information,
and thus does not change the caching behavior and only impacts the operation

of DRAM system.

Figure 4.21 shows that the sharing of LLC resources between T2EC
information and data does not significantly impact the LLC data miss rate,

which on average increases by only 2% and no more than 11% (bzip2).

Figure 4.22 illustrates the dynamic adjustment of T2EC lines to the
number of LLC dirty lines in the FFT and OCEAN applications. In FFT, we
can see the spatial locality of placing multiple T2EC words in a single cache
line. Even as the number of dirty lines changes, there is no need to allocate
additional cache lines for T2EC information. OCEAN demonstrates how MME
transparently adjusts to the rapid changes in the number of dirty lines in the

LLC.
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Figure 4.23: Average fraction of T2EC cache lines in the LLC.

Figure 4.23 shows that the average fraction of the LLC that is occupied
by T2EC lines is roughly 10%. It is possible that we can reduce the total
number of T2EC lines by changing the cache policy for T2EC lines, such as
inserting T2EC lines in the least recently used (LRU) position. We do not
pursue such techniques in this dissertation because the performance overheads

of MME are already low.
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Figure 4.24: T2EC miss rate.

Figure 4.24 presents T2EC miss rate; the fraction of accesses to T2EC
data not found in the LLC. T2EC fetch is the rate of T2EC fetches from
DRAM and T2EC allocate is the fraction of fetches avoided when all addresses
that map to the T2EC lines are clean (see Figure 4.3(b)). Note that nearly all
T2EC fetches from DRAM are avoided on average. The low actual T2EC miss
rate (T2EC fetch), less than 0.5% on average, indicates that T2EC caching

effectively captures the locality of T2EC accesses.

4.5.2.3 Impact on LLC power

Figure 4.25 compares LLC power consumption of the baseline (S and
D) and various coding schemes (PS, PN, PB, and SD) of MME and ECC FIFO
estimated using CACTI 5 [119] for the cache parameters in Table 4.4 in 45nm
process technology. In MME, PS saves 8.6% of LLC power consumption com-
pared to S, while SD, PN, and PB consume 10.5%, 15.2%, and 17.5% less
power than D, respectively. ECC FIFO achieves similar gains: PS saves 9.2%
over S, SD, PN, and PB consume 11.1%, 15.8%, and 18.1% less than D, respec-
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Figure 4.25: LLC power consumption estimated using CACTI 5 for a 8-way
1MB LLC with 64B cache line.

tively. MME’s power consumption is slightly higher than that of ECC FIFO
since MME accesses the LLC to manage T2EC while ECC FIFO writes T2EC
directly to the FIFO in memory via the coalesce buffer, leading more traffic
increases as described in Section 4.5.2.4. Note that PS and SD provide similar
error protection as S and D, respectively, and PN and PB can protect against

even longer error bursts, even compared to D.

4.5.2.4 Impact on DRAM Traffic

Figure 4.26 shows the total DRAM traffic broken down into compo-
nents of data reads and writes of LLC lines (DRAM Rd and DRAM Wr),

eager write-backs of cache liens (eager write-back), MAXn writes for clean-

ing lines (Cleaning), and T2EC traffic of MME and ECC FIFO (T2EC Rd
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and T2EC Wr). Although MAXn does not increase overall memory traffic
by much in most cases, the type of traffic and its timing differ significantly
from the baseline. Unlike eager write-back traffic, which is scheduled during
idle DRAM period [69], MAXn’s cleaning writes compete with demand fetches
and degrade performance as shown in Figure 4.18. Compared to the baseline,
MME increases memory traffic by 2% and ECC FIFO increases by 9% on av-
erage. MME’s low impact on memory traffic is because it takes advantage of
locality in T2EC access by caching T2EC information. The relatively large
traffic increase in ECC FIFO is, however, not critical to performance in that
T2EC write-back is one-way traffic and can be scheduled during idle DRAM

period.

4.5.2.5 Impact on DRAM Power

Although MME and ECC FIFO only marginally increase DRAM traf-
fic, the increase in DRAM power consumption may cancel out MME and
ECC FIFO’s LLC power savings. To measure the actual DRAM power con-
sumption in MME and ECC FIFO, we use a power model developed by Mi-
cron Corporation [6] that is embedded within DRAMsim. Figure 4.27 presents
DRAM power consumption of baseline, MME, and ECC FIFO. On average,
MME only increases DRAM power consumption by 40 mW (2.8%); this is
much lower than MME’s LLC power saving (147 mW in PS compared to S).
In ECC FIFO, the increase in DRAM power (143 mW) is comparable to LLC

power saving (152 mW in PS compared to S). ECC FIFO’s LLC power savings,
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Figure 4.26: DRAM traffic comparison.

however, are much larger than DRAM power increase in other configurations:
331 mW in PN, 293 mW in PB, and 206 mW in SD compared to D. In addition,
recent systems have even larger LLC size (e.g., 24MB); MME and ECC FIFO

can potentially achieve much more power savings.

4.5.2.6 Multi-Core Considerations

We have so far discussed and evaluated MME and ECC FIFO in the

context of a single core and now briefly discuss multi-core and multi-processor
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Figure 4.27: DRAM power consumption in Baseline, MME, and ECC FIFO.

implications. Both MME and ECC FIFO are easily integrated with any cache
coherence mechanisms because the T2EC region of MME and T2EC FIFO in
ECC FIFO are fixed and inherently private; the mapping is between phys-
ical cache lines and physical memory. A potential problem with MME and
ECC FIFO is that the increased traffic due to T2EC accesses can hurt perfor-
mance given the relatively lower memory bandwidth per core of a multi-core
processor. We evaluate MME and ECC FIFO in a system with low DRAM
bandwidth of only 2.667GB/s, which is half the bandwidth of the baseline sys-
tem. As Figure 4.28 shows, the relative performance of MME and ECC FIFO is
not sensitive to memory bandwidth. Compared to MME, ECC FIFO is slightly
more degraded with the lower memory bandwidth; it is due to ECC FIFO’s
increase in traffic, whereas MME takes advantage of locality in T2EC accesses

by caching it.
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4.5.2.7 Larger LLC with MME and ECC FIFO

Our evaluation of MME and ECC FIFO assume the same LLC capac-
ity across all configurations, showing LLC area and power savings. We can,
however, design a larger LLC using the saved area in MME and ECC FIFO.
Though it is not a fair comparison (neither same area nor same power bud-
get), we evaluate MME and ECC FIFO with a 9-way set associative 1.1MB
LLC. This LLC, 10% increase in data capacity, requires comparable on-chip
area, though not exactly same, to the baseline with uniform ECC. Most ap-
plications are not sensitive to this 10% increase in LLC size; hence, MME and
ECC FIFO with the larger LLC perform only slightly better than those with
1IMB LLC, but the performance of mcf is improved by more than 2%, even
compared to the baseline with 1MB LLC. We believe that the saved on-chip
area in MME and ECC FIFO, especially in a system with a large LLC, can

give more opportunity to improve overall system energy efficiency.
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4.5.3 PIN-based Emulation

Full-system cycle-based simulations can provide accurate performance
prediction and measurements, but are very slow, limiting the number and
lengths of experiments. Hence, we simulated small to medium problem sets
with the SPLASH2 and PARSEC benchmarks, and only representative re-
gions of SPEC applications. To understand how larger datasets affect MME
and ECC FIFO, we use PIN [77] to qualitatively evaluate LLC behavior for
applications with larger datasets: tk29.0 for CHOLESKY; 4M samples for FFT;
a 1026x1026 grid for OCEAN; 8M samples for RADIX; the simlarge inputs for
all the PARSEC applications; and the complete SPEC CPU 2006 application
runs. We implement eager write-back, MAXn, MME, and ECC FIFO schemes
in a two-level cache hierarchy PIN tool. Note that our PIN-based emulation
is only used to collect statistics on LL.C behavior and does not utilize a timing

model, an instruction cache, stall and re-try due to finite resources such as

MSHRs, or a DRAM model.

The results are presented in Figure 4.29 and follow similar trends to
those seen with cycle-based simulation (Figure 4.26). The most significant
difference is that the traffic overhead of MME is smaller when larger datasets
are used, and we expect to have an even smaller performance degradation
than the 0.7% average experienced with small datasets (Section 4.5.2.1). We
repeated the experiments, while changing the LLC size between 1 — 16MB,

and the results and trends are similar to those reported in Figure 4.29.
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Figure 4.29: PIN-based emulation.

4.6 Related Work

Prior work on reducing on-chip ECC overhead generally breaks the
assumption of uniform protection of all cache lines and either sacrifices pro-
tection capabilities, when compared to uniform ECC protection, or utilizes

different mechanisms to protect clean and dirty cache lines.

Parity caching [65] compromises error protection to reduce area and

energy costs of ECC by only protecting most recently used cache lines in every
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cache set. Selective data protection [70] implements two cache arrays: one
array uses uniform ECC and stores critical data; and the other one, without
ECC, is for non-critical data. Another scheme in this first category is In-
Cache Replication (ICR) [138]. ICR increases error protection for a subset of
all cache lines, which are accessed frequently, by storing their replicas in place
of cache lines that are predicted to be “dead” and no longer required. Not all
cache lines are replicated leading to a potentially higher uncorrectable error

rate than with the baseline uniform ECC.

An approach to save energy and latency rather than area was proposed
in Punctured ECC Recovery Cache (PERC) [99]. The PERC architecture
decouples error detection from error correction and utilizes a low-latency and
low-cost parity for reading, while traditional ECC is computed and stored on
every write. A similar idea was taken further in [71], where the SEC ECC
portion of clean cache lines is power-gated to reduce leakage power, leaving

only parity active.

The area efficient scheme [64] is a method to decrease area in addition
to energy by trading-off performance. The idea is to allow only one dirty cache
line per set in a 4-way set associative cache. If a larger number of lines in a
set require ECC (more than one dirty line), a write-back is forced to make
space for the new ECC. In our experiments that accurately model the DRAM
system (Section 4.5), we found that this additional memory write traffic can
significantly degrade performance. The performance impact can be reduced

at an area and energy cost if more ECC-capable lines are provided in each

87



set. We refer to this generalization scheme where n lines per set have ECC as

MAXn.

Other work proposes a fully-associative replication cache (R-Cache)
that utilizes replication to provide error protection [137]. The R-Cache, how-
ever, increases energy consumption and can be used only with small L1 caches

due to its fully associative structure.

Multi-bit tolerating 2D error coding [63] extends 2-dimensional parity
checking [28, 62] and can tolerate multi-bit errors in a scalable way. Interleav-
ing horizontal and vertical parity codes together provides higher error protec-
tion with only a modest increase in ECC storage. 2D coding, however, forces

every write being read-modify-write.

In recently proposed low-V ¢ caches, tolerating multi-bit errors is much
more important. Word disabling and bit fix [127] trade off cache capacity for
reliabilty in low-V¢o operation. These techniques result in 50% and 25%
capacity reductions, respectively. Multi-bit Segmented ECC (MS-ECC) [35]
uses Orthogonal Latin Square Codes (OLSC) [54] that can tolerate both faulty
bits in low-Ve and soft errors, sacrificing 50% of cache capacity. Other re-
search [10] studies performance predictibility of low-V¢c cache designs using

subblock disabling.

Finally, eager write-back is proposed as a way to improve DRAM band-
width utilization [69]. It eagerly writes dirty cache lines back to DRAM so

that dirty evictions do not contend with demand fetches. Many cache relia-
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bility studies (e.g., [64, 71]), including ours, use eager write-back as a way to

reduce the average number of dirty cache lines in the LLC.

4.7 Summary

This chapter presents novel architectures, Memory Mapped ECC and
ECC FIFO, that provide strong error protection for a last-level cache with
minimal hardware and performance overheads. Both architectures leverage
two-tiered error protection that minimizes the need to dedicate SRAM re-
sources to maintain ECC information by off-loading the overhead of strong
ECC codes to memory namespace, achieving both low cost and high reliabil-

ity in an LLC.

MME places T2EC information within the memory hierarchy and re-
using existing cache storage and control, while ECC FIFO uses a simple FIFO
structure that does not affect LLC caching behavior. With the minimized
dedicated on-chip ECC storage, both the leakage power and energy per access
are reduced leading 9 — 18% LLC power reduction in addition to 15 — 25% of
area saving, while performance is degraded only by 0.7% in both MME and
ECC FIFO on average and no more than 2.8% (MME) and 2.3% (ECC FIFO).
We have also shown that the probability of T2EC unprotected due to FIFO
overwrite in ECC FIFO can be managed to be very small with a reasonably

sized FIFO.
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Chapter 5

Flexible Main Memory Protection

Applications in all computing segments require ever-larger main mem-
ory capacities, which increases the cost of memory systems. This is particularly
true for commercial servers, supercomputers, and other shared environments.
One aspect that drives the cost up is the need to tolerate errors and faults in
DRAM with minimal impact on performance, efficiency, and availability. Re-
cent trends show an increased relative likelihood of entire DRAM chips mal-
functioning [38,101], which necessitates more stringent protection than just
tolerating single-bit errors, as discussed in Chapter 2. To make matters worse,
this stringent protection is needed in systems that are increasingly sensitive

to energy and cost, such as large-scale servers.

In this chapter, we explore cooperative operating-system and hardware
techniques that maintain or improve current error tolerance levels, while re-
ducing cost and energy. We propose Virtualized ECC (V-ECC) [133, 134] that
virtualizes the storage of redundant information, using mechanisms that are
similar to virtual memory management [105]. We explore mappings in which
some or all of the redundant information shares the same physical address

space as the data it protects. This approach gives us great flexibility in ac-
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cessing and manipulating ECC information and enables a single system design
to be tuned and adapted to a particular usage scenario, or even a particular

application or data array.

To demonstrate the potential of the V-ECC approach, we describe
schemes ranging from low-cost protection, which uses Non-ECC DIMMs, up
to double chipkill-correct techniques for high-availability systems. We also
show how ECC virtualization enables us to maintain protection capability even
when varying the DRAM configuration between x4, x8, and x16 chips. We
evaluate each configuration in detail and discuss its impact on performance
and improvements in power consumption and energy-delay product (EDP).
Performance is degraded because effective data bandwidth is lower when the
same pins are shared to transfer both data and redundant information. Our
evaluation uses applications from the SPEC CPU 2006 [109] and PARSEC
suites [21] that have high memory access demands, as well as targeted micro-
benchmarks. V-ECC with ECC DIMMs improves system EDP by 12%, and
the performance is hardly impacted, dropping by only 1 — 2%. V-ECC with
Non-ECC DIMMs, on the other hand, degrades performance by 3 — 9% on
average and no more than 10 — 24%, while improving system EDP by up to
12% when using x8 and x16 DRAMs.

The remainder of this chapter is organized as follows: Section 5.1 devel-
ops the V-ECC architecture, Section 5.2 presents evaluation results, Section 5.3

describes related work, and Section 5.4 summarizes this chapter.
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5.1 V-ECC Architecture

The main innovation of V-ECC is that it allows great flexibility in
choosing the protection method and level, even dynamically. The idea is to
enable the tuning of the protection scheme based on the needs of a specific
system configuration, changes in environmental conditions, or potentially dif-
ferent requirements of different applications or data. V-ECC offers an oppor-
tunity to tailor memory protection levels and avoid the need to uniformly pay
the overhead for worst-case scenarios [126]. We start by giving a high-level
overview and then go into the details of the various components, including
the interaction with the cache hierarchy (Section 5.1.1), examples of possible
protection techniques (Section 5.1.2), and the OS virtual memory interface

(Section 5.1.3).

There are two basic mechanisms underlying V-ECC: an augmented vir-
tual memory (VM) interface that allows a separate virtual-to-physical mapping
for data and for its associated redundant ECC information; and a generaliza-
tion of DRAM ECC into a two-tiered protection mechanism that is explained
in Section 3.1; a tier-one error code (T1EC) is used to detect errors on ev-
ery access and a tier-two error code (T2EC) is only needed when an error is
actually detected [99,131,132]. Figure 5.1 compares traditional VM, with its
fixed relation between data and ECC, and the decoupled two-tier approach of
V-ECC. Traditional VM (Figure 5.1(a)) translates a virtual address from the

application namespace to a physical address in DRAM. A DRAM access then
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Figure 5.1: High-level view of memory accesses in a conventional virtual
memory with uniform ECC, and V-ECC with a two-tiered flexible protection
scheme.

retrieves or writes both the data and the ECC information, which is stored

aligned with the data in the dedicated ECC DRAM chips.

Figure 5.1(b) gives an example of a flexible mapping enabled by V-ECC,
in which a portion of the redundant information, the T1EC, is aligned with
the data, but the T2EC part is mapped to a different physical address that
shares the same namespace and storage devices as the data. The OS and hard-
ware memory management unit (MMU), maintain the pair of mappings and
ensure that data and ECC are always matched and up to date (Section 5.1.3).
Thus, less total data is accessed on a read in V-ECC than in the conventional

approach, because T2EC is only touched on the very rare event of an error.

Data writes, however, may have higher overhead in V-ECC, because
the ECC data needs to be updated; hence, requiring a second DRAM access,

and the reduced system cost comes at a potential performance overhead. To
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mitigate this detrimental effect, we propose to utilize the processor cache to
reduce the amount of ECC traffic and discuss this in detail in the following
subsection. Another advantage of the decoupled mapping and two-tiered ap-
proach is that different memory pages can have different protection types. For
example, clean pages do not require any T2EC storage, and thus the over-
all degree of redundancy in the memory system can be adjusted dynamically,

increasing the effective memory capacity.

5.1.1 Cache-DRAM Interface

The cache filters requests from the core to the DRAM system and can
also help in improving the performance of V-ECC. Because we store redun-
dant information in the same physical namespace as data, we can cache ECC
information on the chip and improve ECC access bandwidth using the same

principles that make caches advantageous for data.

Unlike application data, however, ECC is only accessed by the memory
controller when it needs to address off-chip DRAM and is not shared among
multiple processor cores. Thus, the redundant information is stored in the
cache level to which the memory controller has direct access — the last-level
cache (LLC) bank to which it is attached. Because of this arrangement, ECC
information does not participate in any coherence protocol and is kept up to

date by the memory controller.

V-ECC does not require significant changes from the existing cache

interface, with the additional hardware being the ECC address translation
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Figure 5.2: Operations of DRAM and LLC for accessing a two-tiered V-ECC
configuration.

unit (described in Section 5.1.3) and the ability to maintain and write back
partially valid cache lines. The latter property is necessary because the cache
has up to date ECC information only for data that is generated on-chip (in two-
tiered V-ECC). We describe this property in greater detail below and address
the different operations needed for two-tiered protection and for implementing

ECC with Non-ECC DIMMs.

5.1.1.1 Two-Tiered V-ECC

Figure 5.2 shows our two-tiered V-ECC on top of a generic memory
system configuration with a last-level cache connected to two ranks of DRAM
with dedicated ECC chips. We use ECC chips to store a T1EC code, which can

detect all errors of interest, but cannot correct them without the additional
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information of the T2EC. The T2EC is mapped to the data DRAM chips such

that data and its associated T2EC are in two different DRAM ranks.

Circled numbers in the text below refer to operations shown in Fig-
ure 5.2. Handling a fill into the LLC on a cache miss follows the same
operations as in a conventional system; a data burst and its aligned T1EC
are fetched from main memory, and error detection is carried out (). The
difference from a conventional system is that any detected errors cannot be

immediately corrected.

Evicting a dirty line and writing it back to DRAM (@), however, re-
quires additional operations when compared to a conventional hierarchy. The
memory controller must update the T2EC information associated with the

evicted line, which starts with translating the data address to the location of
the ECC address (EA) (@ and @). If the translated EA is already in the

1 Otherwise, we allocate an LLC line

LLC, it is simply updated in place.
to hold the T2EC. We do not need to fetch any information from memory,
because T2EC is only read when an error is detected. Any writes, render the
prior information obsolete; thus, we compute the new T2EC and write into the

LLC along with a mask that indicates what portion of the LLC line contains

valid T2EC information.

!This requires a partial write to a LLC line. If the LLC is a sector cache [75], updating a
part of an LLC line is inherently supported. Otherwise, we can either perform read-modify-
write operations or modify the LLC to support partial writes.
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As we explain later, our coding schemes use T2ECs that are 16 — 128
bits long, and thus require very few additional valid bits. Depending on the
exact ECC used to protect the LLC itself, it may even be possible to re-purpose
the LLC ECC bits to store the valid mask. We can ignore errors in a T2EC
line in the LLC because there is no need to add a third level of redundancy and
protect T2EC information from errors. The errors on the valid mask can be
tolerated by the ECC for tag and meta-data (valid, dirty, and other bits). This
mask is used when a T2EC LLC line is evicted back to DRAM ((®) as invalid
portions of the line must not overwrite T2EC data in DRAM. To do so, we
extend each MSHR entry with a valid bit vector, which the DRAM controller

uses for communicating the write mask to the DRAM chips [111, 112].

When an error is detected by T1EC, which can only happen upon a
read, the correction is carried out using the corresponding T2EC. If the T2EC
is not in the cache, correction requires an additional DRAM access to fetch
the redundant information. The additional latency, however, does not impact
performance because errors in a particular memory channel are very rare. We

can also employ, rather complex, software error correction handlers.

Very frequent errors indicate a hard-fault and can be mitigated by data

migration, as suggested by Slayman [107].

5.1.1.2 V-ECC Interface with Non-ECC DIMMs

Even if physical memory does not provide ECC storage, we can use

V-ECC to protect memory against errors. In the Non-ECC DIMM configura-
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Figure 5.3: Operations of DRAM and LLC for accessing V-ECC in a Non-ECC
DIMM configuration.

tion, we cannot store an aligned T1EC and, instead, place all the redundant
information in the virtualized T2EC (we still refer to this as T2EC to keep

the notation consistent).

The cache and memory behavior for this scheme is shown in Figure 5.3
which the circled numbers below refer to. When data is read from main mem-
ory (D), we use the ECC address translation unit to find its EA (@ and
®). A T2EC LLC miss will fetch the T2EC from main memory (@), because
without ECC DIMMs, the information is required to detect errors and not just
for correction. Unlike the two-tiered scenario, we fetch an entire cache-line’s
worth of T2EC data on a miss to amortize the DRAM access, and expect spa-
tial locality to reduce the cost of following memory accesses. We only return

data to the cache controller after the ECC information is fetched and the data
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is verified.? On a dirty write-back (), the PA is translated to an EA (®) and
(), and a T2EC is fetched from main memory if the EA is not already cached

(®), again, expecting spatial locality to amortize this access cost.

5.1.2 V-ECC Protection Schemes

We now discuss possible DRAM configurations for V-ECC, assuming
a memory system that is representative of servers that require chipkill-correct
level protection. The baseline memory system is composed of a 128-bit wide
DDR2 DRAM channel with an additional 16 bits of dedicated ECC as de-
scribed in Chapter 2. We use DDR2 in this study because of a readily
available power model [123]. Our techniques work as well, or better, with
DDR3 [112] because it uses longer bursts and limits use of traditional chipkill

techniques [13].

In the rest of this subsection we describe memory protection mecha-
nisms that are enabled by V-ECC, which maintain the storage overhead and

access granularity of chipkill and can even increase protection guarantees.

5.1.2.1 V-ECC with ECC DIMMs

While traditional chipkill-correct uses a 4-check-symbol code as ex-
plained in Chapter 2, V-ECC, with two tiered protection and T2EC storage

virtualization, enables a more efficient 3-check-symbol code [34]. In two-tiered

2Speculative data forwarding is possible, but did not significantly improve performance
in our experiments as shown in Section 5.2.2.3.
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error protection, the first two check symbols of the 3-check-symbol code con-
struct a T1EC that can detect up to 2 symbol errors, while the T2EC is the
third check symbol of the 3-check-symbol code. If the TIEC detects a single
symbol error, it is corrected using all 3 check symbols of both tiers. Our scheme
uses 8-bit symbols for x4 and x8 DRAM configurations and 16-bit symbols
with x16 chips (alternatively, we can use a 2-way interleaved 8-bit symbol
ECC to reduce the complexity of GF(2!%) arithmetic). In the x4 system, we
use two consecutive transfers of 128 bits so that we have an 8-bit symbol from
each DRAM chip for the 8-bit symbol based ECC code. This effective 256-bit
access does not actually change the DRAM access granularity, which is still

64B as in the baseline DDR2-based chipkill system.

The other key point is to use V-ECC to reduce the system cost, or
to increase error tolerance to two malfunctioning chips, rather than just one.
We describe these mechanisms for x4 and x8 configurations below, and dis-
cuss X 16 cases in the next subsection. The configurations are summarized
in Table 5.1, which also presents the details of the baseline chipkill technique
and mechanisms that rely on modified DIMMs and higher-overhead codes to

improve access granularity and power [13].

ECC x4 uses x4 chips, but utilizes the two-tiered approach to improve
energy efficiency. We store two 8-bit check symbols in 2 ECC DRAM chips

(in an ECC DIMM) that serve as a TIEC that can detect chip errors (up to

3Non-ECC configurations of V-ECC cannot detect 2 chip failures.
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Table 5.1: DRAM configurations for chipkill-correct of the baseline system,
MC-DIMMs that are non-standard DIMMs introduced in [13] to improve
DRAM power consumption, and V-ECC.?

# Data # ECC T2EC access
DRAM DRAMs | DRAMs Rank' . : T2EC per
type organization on read | on write | cache line
per rank | per rank
Baseline Chipkill Correct
Baseline x4 [ x4 [ 32 [ 4 [ 2 ECC DIMMs [N [N [ N/A
MC-DIMM [13] with 128bit channel and 4 rank subsets
MC-DIMM x4 x4 32 12 2 MC-DIMMs N N N/A
MC-DIMM x8 X8 16 12 2 MC-DIMMs N N N/A
MC-DIMM x16 | x16 8 12 2 MC-DIMMs N N N/A
V-ECC
1 ECC DIMM and
ECC x4 x4 32 2 1 Non-ECC DIMM N Y 2B
ECC %8 x8 16 2 2 ECC DIMMs N Y 4B
Non-ECC x4 x4 32 N/A 2 Non-ECC DIMMs | Y Y 4B
Non-ECC x8 X8 16 N/A 2 Non-ECC DIMMs | Y Y 8B
Non-ECC x16 x16 8 N/A 2 Non-ECC DIMMs | Y Y 16B

2 chip failures). The third check symbol is the T2EC, which is stored in the
data chips.* Thus, ECC x4 only requires 2 ECC chips instead of the 4 chips
of the conventional approach, saving 8 pins and associated costs of storage,

power, and bandwidth.

ECC x8 is an efficient scheme for chipkill protection using ECC DIMMs
with x8 chips. We use the two ECC chips in a rank for the 2-symbol T1EC
and store the third check symbol in data memory as the T2EC. Thus we
access 16 x8 data chips and two additional ECC chips on every read, for the
same 64-byte access granularity and redundancy overhead of the conventional
chipkill approach. Without virtualizing T2EC, an additional DRAM chip to

hold the third symbol would be touched on every access, increasing power and

4We omit the full details of the error correction coding scheme, such as the parity check
matrix and syndrome description
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pin requirements and redundancy to a fixed 18.5% [13], as well as requiring

non-standard DIMMs.

The above two-tier chipkill schemes can further be extended by adding a
second check symbol to T2EC; if T1IEC detects two chip errors (two erroneous
symbols) the combined 4 check symbols from both tiers can be used to tolerate
two bad chips. The details of this approach are summarized in the double-
chipkill column of Table 5.2). While two simultaneous bad chips are unlikely
today, future energy-saving techniques may require such a protection level
because of the following two trends: Transient errors that manifest as dead
chips are growing in likelihood [38]; and energy-efficient server systems that
increasingly operate with narrower noise margins due to reduced cooling and

voltage levels.

5.1.2.2 V-ECC with Non-ECC DIMMs

Another advantage of V-ECC is the ability to add ECC protection to
systems that use Non-ECC DIMMs. We suggest schemes that are based on
a 2-check-symbol Reed Solomon (RS) code [94], which can detect and correct
one symbol error — in our case, a code that can tolerate any number of bit

errors as long as they are confined to a single chip.

The details for this type of scheme using x4, x8, and x16 DRAM chips
are also summarized in Table 5.1. All three Non-ECC DIMM configurations
have the same protection capability, but the access properties differ. The

wider symbols needed for x16 DRAMSs imply that fewer T2EC words fit into
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Table 5.2: V-ECC configurations for flexible protection achieved by varying
T2EC size.’

T2EC size
No chipkill | chipkill | double-chipkill
Protection | detect correct correct
ECC x4 N/A 0B 2B 4B
ECC x8 N/A 0B 4B 8B
Non-ECC x4 0B 2B 4B 8B
Non-ECC x8 0B 4B 8B 16B
Non-ECC x16 | 0B 8B 16B 32B

an LLC line. Recall that unlike the two-tiered techniques with ECC DIMMs,
both LLC write-backs and demand fetches require the DRAM controller to
access both the data in DRAM and the T2EC information to perform error
checking and correcting. The T2EC is cached and may not require a second
DRAM access, but the different symbol widths used result in different caching

behavior (see Section 5.2.2.1).

5.1.2.3 Flexible Protection Mechanisms

An exciting feature of V-ECC is that it enables flexibility in choosing
and adapting the error protection used based on dynamic application, user,
and system needs. A single hardware with virtualized T2EC can support
different levels of error tolerance by varying the T2EC size (Table 5.2). Sup-
porting flexible protection tuning requires that the memory controller be able
to compute and decode different codes, as well as a way to identify which ECC

technique to use for any given DRAM access. An elegant method to achieve

5 Chipkill-detect and chipkill-correct can detect up to 2 chip failures in ECC configura-
tions, but they can detect only 1 chip failure in Non-ECC configurations.
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Figure 5.4: Adaptive protection example.

the latter is to augment the OS virtual memory page table and hardware TLB

to include protection information for each page.

Figure 5.4 illustrates an example of per-page adaptive protection with
V-ECC. A physical frame “x” is not associated with an ECC page; hence, we

()]

can only detect errors in this page using the T1EC. Physical frames “y” and
“z”, on the other hand, are associated with ECC pages, and errors detected
by the T1EC can be corrected by using the T2EC. Furthermore, the physical
frame z is associated with stronger T2EC. This costs more storage and band-
width, but provides higher error tolerance level, double chipkill-correct. For

instance, we can only detect double chip-failures in physical frames y, but can

correct such failures in physical frame z.
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We do not explore the benefits of protection tuning in this dissertation,
but list two potential scenarios that we will explore in future work. The first
is an opportunity to reduce system power by protecting more critical data
with stronger codes and potentially leaving some data unprotected. Another
potential use is to adapt the protection level to changes in environmental
conditions, such as higher temperature or a higher energetic particle flux (while
in an airplane, or if the system is located at high altitude). V-ECC offers
opportunities for new tradeoffs, such as the double-chipkill technique described

above or reduced power consumption by turning ECC off.

5.1.3 Managing T2EC Storage in DRAM

In this subsection, we discuss how the OS manages T2EC storage in
DRAM and how ECC address translation is performed to retrieve the T2EC
associated with a particular address. We present a solution that is based on

current virtual memory approaches, but other alternatives are possible.

5.1.3.1 T2EC Allocation

Managing DRAM storage is the responsibility of the OS, and we extend
the OS memory manager to account for T2EC information as well. Any time
the OS allocates a new physical page, the OS also allocates a T2EC section
that is large enough to accommodate redundant information for the entire data
page. The size of this T2EC data depends on the protection configuration

chosen for the newly allocated page. Note that only dirty pages require T2EC
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storage in two-tiered protection, because clean pages can be recovered from
secondary storage if TIEC detects an error. Many modern OSs already only
allocate a physical page when the virtual page is first written (copy-on-write
allocation policy), and hence, will inherently only allocate T2EC for dirty
pages.

The T2EC allocation algorithm can follow the same approach as the
data memory allocator of the OS, such as using a slab or buddy allocator [105],
but at a finer granularity than data pages because the T2EC storage overhead
is a fraction of the data size. Within a T2EC section, EAs are mapped to
their associated data PAs such that two paired addresses are always on differ-
ent ranks. This level of mapping is handled by the memory controller when it
accesses T2EC data (see Section 5.1.3.2). Accounting T2EC increases the over-
head of allocating a physical page, but prior work has shown that augmenting a

copy-on-write allocator has negligible impact on application performance [12].

The OS is also responsible for freeing T2EC space when it is no longer
needed for data protection. This happens when a data page is freed by the
application or when a page is swapped out to secondary storage. For the
two-tiered schemes, T2EC can also be freed when a data page is preemp-
tively cleaned and written back to secondary storage even if it is still stored

in DRAM, because it is then inherently redundant in the system.

One caveat of storing T2EC information in data memory is that it
competes with data and decreases the effective memory capacity (albeit, while

reducing overall cost). This may impact application performance if the sharing
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Figure 5.5: PA to EA translation using a three-level hierarchical ECC table
mapping, similar to virtual memory address translation.

of space increases page replacement when the working set of applications is
large. A possible approach to mitigating this problem is to spill T2EC memory
sections to secondary storage to dynamically adjust the memory overhead of
ECC. Again, parallels to conventional virtual memory management can be
drawn, where data pages can be proactively cleaned and moved to secondary

storage. In this dissertation, however, we always maintain active T2EC data

in DRAM.

5.1.3.2 ECC Address translation

When the memory controller needs to access T2EC information, it
translates the data physical address (PA) into its associated T2EC ECC ad-
dress (EA). The translation requires information from the OS about the T2EC
mapping, and we follow the same techniques as virtual to physical address

translation. We maintain a PA to EA translation table in the OS in addition
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to the VA to PA page table. Figure 5.5 shows an example of a hierarchical
PA to EA translation table that uses the same translation scheme as an x86
virtual page table, where each translation entry points to the starting physical

address of the T2EC region associated with the data page.

It is also possible to use other translation structures such as those
suggested in prior work on maintaining memory metadata [128]. Note that
the OS only manages a single translation table because the translation is from
physical addresses. The hardware then computes an offset within the T2EC

region based on the T2EC size and rank interleaving.

To reduce the overhead of translations, we also employ a hierarchical
TLB-like acceleration structure in the ECC address translation unit, as shown

in Figure 5.6. The L1 EA cache is maintained with the processor’s TLB such
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that the EA translation entries are filled and evicted in conjunction with the
TLB. This guarantees that PA to EA translation on a read miss will always hit
in the L1 EA cache, because a VA to PA translation was performed to access
DRAM. Updating the EA cache increases the overhead of a TLB fill, because
a second page walk is required to fetch the EA translation information. This
overhead is small because of the low EA cache miss rate, which we report in
Section 5.2. Note that EA translation is only required when there is a miss in,
or write-back from, the LL.C and is much less frequent than a virtual address

translation.

To reduce the overhead even further, a second level EA cache can be
used to store victim translation of L1 EA cache evictions. A write-back, in gen-
eral, does not have as much locality as read operations, but the L2 EA cache
can make the EA translation overhead trivial; write-back addresses had been
translated (VA to PA translation) so the EA translation entries for writes are
likely to be kept in either the L1 EA cache or a reasonably large L2 EA cache.
We evaluate the effectiveness of the TLB-like EA cache in Section 5.2.2.2.
The EA translation unit also contains MSHRs to allow concurrent overlap-
ping translations to occur. Both levels of translation cache need to support

invalidations from the OS when T2EC data is freed or re-mapped.

5.2 Evaluation

We evaluate V-ECC using a combination of detailed cycle-based simu-

lation to determine performance and power impact and the PIN binary instru-
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Table 5.3: Simulated system parameters.
Processor | SPARC V9 ISA

Core 4-wide superscalar (2GHz)
L1 Cache | split I/D caches
each 32KB

2-way set associative

64B cache lines

write-back

1 cycle latency

L2 Cache | a unified 1MB cache

8-way set associative

L1 exclusive

64B cache lines

12 cycle latency

DRAM single-channel 4-rank DDR2 DRAM
800MHz 128-bit data bus (12.8GB/s)

16bit SSC-DSD ECC for x4 chipkill correct
open page, Read and Instruction Fetch First
XOR based rank/bank interleaving [139] is used

mentation tool [77] to collect statistics on T2EC OS management and caching
behavior for applications with large datasets. For the cycle-based simulation,
we use the Simics full system simulator [78] with the GEMS [80] toolset: the
OPAL out-of-order processor model to simulate a SPARC V9 4-wide super-
scalar core and the Ruby two-level exclusive write-back cache hierarchy model.
We integrate DRAMSsim [123] with GEMS to accurately account for the impact
of V-ECC on memory bandwidth, performance, and power. Table 5.3 describes
the baseline system configuration, which uses uniform ECC for chipkill-correct

with x4 DRAMs (as explained in Chapter 2).

We estimate DRAM power consumption using a power model developed
by Micron Corporation [6] that is embedded within DRAMsim. For processor
power analysis, we use WATTCH [26] to model out-of-order processor energy
consumption. We use updated energy parameters to 45 nm technology based

on technology scaling rules. We also estimate processor power consumption
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Table 5.4: Application characteristics.

C . LLC Power consumption [W
Application IPC | MPKI miss rate [%] | Processor [ LLC ] [Dl}%AM | Total
bzip2 1.9 1.1 25 15.4 1.3 8.3 25.0
hmmer 2.0 0.9 14 14.5 1.3 7.9 23.9
mcf 0.4 18.5 32 3.5 1.3 11.3 16.1
SPEC CPU | libquantum 1.0 4.9 71 6.5 1.3 7.1 15.0
2006 omnetpp 1.0 3.5 18 7.4 1.3 8.9 17.6
milc 1.0 3.2 68 8.6 1.3 8.3 18.1
1bm 0.6 8.0 56 5.8 1.3 10.0 17.0
sphinx3 0.7 4.4 47 7.4 1.3 8.2 16.9
canneal 0.4 13.2 72 3.8 1.3 11.1 16.3
dedup 1.6 0.5 4 11.0 1.3 7.5 19.9
eSS fluidanimate | 0.7 4.0 60 6.9 1.3 8.3 16.5
freqmine 1.8 1.3 24 12.5 1.3 8.0 21.8
Micro- STREAM 0.3 35.0 99 2.8 1.3 10.1 14.2
benchmarks | GUPS 0.2 92.8 52 1.4 1.3 19.5 22.2

using IPC-based linear scaling of the maximum power consumption of a 45nm
Intel Xeon [68], as suggested in [13]. The estimates of the two power models
closely matched one another. Finally, we estimate cache power consumption

using CACTI 5 [119].

5.2.1 Workloads

We use a mix of several SPEC CPU 2006 [109] and PARSEC [21] appli-
cations, as well as the STREAM [82] and GUPS [42] micro-benchmarks. We
select only applications that stress the memory system and that are potentially

significantly impacted by V-ECC.

The STREAM micro-benchmark processes a 2M-element vector and per-
forms copy, scale, add, and triad operations on each element in sequence.
STREAM has very low temporal locality, but high spatial locality and is mem-

ory bound with little computation for every memory access. GUPS reads and
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performs a single addition to update distinct pseudo-random locations in a
64MB array of 64-bit numbers. We use 5120k updates when performing cycle-
based simulations and 16M updates when using PIN emulation. GUPS is even
more memory intensive than STREAM, and, in addition, has essentially no spa-

tial locality, intensely stressing the memory system.

For the SPEC CPU 2006 applications, we use the reference input dataset
and run cycle accurate simulations for 200M representative instructions, as in-
dicated by Simpoint [49], and run the applications to completion using PIN.
We use the simsmall dataset for the cycle-based simulations of PARSEC and
simlarge with PIN. We run all the PARSEC applications to completion using
a single thread. Table 5.4 summarizes the IPC, cache miss ratio, and power

consumption of the applications on the baseline system.

5.2.2 Results and Analysis

We present our analysis of V-ECC in four parts: the T2EC informa-
tion storage and translation management (Section 5.2.2.1-5.2.2.2), the overall
performance and energy impact for single chipkill ECC (Section 5.2.2.3); the
flexible reliability schemes (Section 5.2.2.4); and implications on multicore
processors that have a lower effective memory bandwidth for each core (Sec-

tion 5.2.2.5).
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Figure 5.7: Impact on the LLC: T2EC miss rate and occupancy in the LLC
as well as impact on application data miss rate.

5.2.2.1 V-ECC Storage Management

Maintaining T2EC information as data implies sharing storage resources
between application data and its ECC redundancy, impacting data caching be-
havior. Figure 5.7 shows the impact on caching of T2EC data, including the
average occupancy of T2EC in the LLC, the T2EC miss rate (T2EC accesses
that required a DRAM access), and the impact on data MPKI (misses per
thousand instructions). In general, T2EC miss rate and occupancy are di-
rectly proportional to the size of each T2EC (see Table 5.2). The greater the
number of T2ECs in an LLC line, the lower the impact on data cache miss

rate and memory traffic.

There is a significant difference in behavior between the configurations
that use ECC DIMMs (ECC x4 and ECC x8) and those that do not (Non-
ECC x4, Non-ECC x8, and Non-ECC x16). With ECC DIMMs, T2EC
is only accessed on write-backs to DRAM and the redundant information in

the LLC is only maintained for dirty data. Without ECC DIMMs, T2EC
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Figure 5.8: Impact of V-ECC on DRAM traffic.

information is accessed on any DRAM read or write and T2EC LLC lines
are not partially valid. The impact can be seen in the higher LLC occupancy
required for T2EC with Non-ECC DIMMs, as well as in in the lower miss rate.
The miss rate is lower because more T2EC accesses are necessary to support

detection.

While T2EC data can occupy upwards of 50% of the LLC, its impact
on data caching behavior is not as severe. For most applications, MPKI is not
significantly affected. A few applications (bzip2, mcf, omnetpp, and canneal),
suffer an increase of up to 20% when x16 DRAMs are used. The increase
in MPKI results in increased DRAM traffic, which also grows due to T2EC
accesses. The increase can be significant as shown in Figure 5.8, but as we
discuss in Section 5.2.2.3 and Section 5.2.2.5, impact on performance is not
severe and overall power consumption and energy-delay product are improved.
In addition, T2EC occupancy and miss rate/traffic increases are modest in

many configurations.
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5.2.2.2 V-ECC Translation Management

In this subsection, we use PIN [77] to estimate the overheads of address
translation and copy-on-write for T2EC physical memory allocation with large
datasets. We model a two-level ECC address translation cache as in Figure 5.6
with a fully associative 16 entry L1 cache (same size as the UltraSPARC-III
TLB [115]) and a 4K entry, 8-way set associative L2 translation cache. We
measured the EA translation cache miss rate relative to the number of dirty
LLC evictions (recall that a T2EC access on a memory read always hits in the

EA cache because it is coupled to the data TLB).

As shown in Table 5.5, most applications we evaluated have EA cache
miss rates that are lower than 1%. The exceptions to this low miss rate are
fluidanimate (5%), mcf (7%), omnetpp (50%), canneal (52%), and GUPS
(67%). More important than the actual miss rate is the frequency of misses
relative to program execution, or the EA translation cache misses per thousand
instructions (EA cache MPKI in Table 5.5), which are only significant in three

applications: omnetpp (3.7), canneal (3.0), and GUPS (12.6).

With the exception of the GUPS micro-benchmark, we expect that a
hardware page walk to fill translations will be able to support the rate of
translations necessary, and writing back ECC information does not impact
performance as long as write throughput is maintained; EA MSHRs in Fig-
ure 5.6 will allow non-blocking ECC address translation. For applications such
as GUPS, we propose to use coarser-grained allocation of T2EC ranges in mem-

ory, similarly to super- or huge-pages used to improve TLB performance of
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Table 5.5: EA translation cache behavior (KI: thousand instructions).

Avplication EA cache Write-backs | EA cache
PP miss rate [%] | per KI MPKI

bzip2 0.06 1.9 0.001

hmmer 0.005 2.2 0.0001

mcf 6.5 9.6 0.62

libquantum 0.05 9.9 0.005

omnetpp 50.0 7.4 3.7

milc 0.7 7.0 0.05

1bm 0.0003 21.4 0.0006

sphinx3 0.00007 1.2 0.00000008

canneal 52.0 5.9 3.0

dedup 0.9 0.4 0.004

fluidanimate | 5.2 0.5 0.02

fregmine 0.04 0.1 0.000005

STREAM 0.0 20.6 0

GUPS 67 18.8 12.6

virtual memory [117]. We will evaluate this approach in future work, and for
the performance analysis in the following subsections we roughly estimate for

translation overhead by doubling the data TLB miss penalty.

We also measured the frequency of copy-on-write (COW) exceptions
in our application benchmarks. On average, the COW rate is only 0.0001 for
every 1000 instructions, and not more than 0.05 for every 1000 instructions.
Because the frequency is so low, we did not perform a detailed performance
evaluation of the additional overhead for allocating T2EC storage and main-
taining the translation tables. Even an additional 10,000 cycles for every
COW event would not significantly impact application run time. Note that
COW exceptions rarely access slow secondary storage, as most translation and

allocation data structures are resident in DRAM.
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Figure 5.9: Performance and system EDP for baseline and V-ECC chipkill
correct.

5.2.2.3 Chipkill Performance and Energy

Figure 5.9 presents the execution time and system energy-delay prod-
uct (EDP) of the V-ECC configurations described in Table 5.1, normalized
to those of the baseline x4 chipkill-correct. For system EDP, we measured
system power consumption as the sum of processor core power, LLC power,

and DRAM power.

V-ECC with ECC DIMMs. V-ECC with ECC DIMMs has a very small
impact on performance. With the exception of canneal, which has 2% and 3%
lower performance with ECC x4 and ECC x8 respectively, all applications
have a lower than 0.5% performance difference. This very low performance
penalty is a result of the effective T2EC caching and the fact that the addi-
tional DRAM traffic is for writing out T2EC information and not on the com-
putation critical path. Even the very write-intensive GUPS micro-benchmark

that has no T2EC locality and very low arithmetic intensity only suffers a
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~ 10% reduction in performance. ECC x4, unfortunately, also has little im-
pact on EDP and only improves it by ~ 1%. ECC x8, however, shows a very
significant improvement in energy efficiency. DRAM power is reduced by an
average of almost 30% and EDP is improved by an average of 12%. EDP
improvement is very consistent using x8 DRAMs, with only two outliers: mcf
and STREAM have a 20% and 18% improvement respectively. Both benchmarks
place significantly higher pressure on the memory system (see Table 5.4), and
thus benefit more from increased memory power efficiency. GUPS demands
even higher memory performance. While the EDP of GUPS is improved by
10% in ECC x8 with more energy efficient x8 DRAMs, it is degraded by 23%
in ECC x4, mainly due to the increase in DRAM power consumption (7%).
Note that supporting chipkill with x8 DRAMs in conventional systems is not
possible unless custom-designed DIMMs with higher redundancy or increased

access granularity are used.

V-ECC with Non-ECC DIMMs. V-ECC can also bring DRAM error
tolerance to systems that use Non-ECC DIMMs. The extra DRAM accesses
required for every read (and not just for writes) results in a larger impact on
performance. Even with this extra traffic, however, application performance
is degraded by 3%, 6%, and 9% using x4, x8, and x16 chips, respectively,
on average. The x4 configuration does not reduce power consumption by
much and the performance overhead leads to a 3% degradation in EDP. Wider
DRAM configurations, however, improve EDP by 5% (x8) and 12% (x16)

when compared to a standard chipkill configuration. In fact, only canneal
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Figure 5.10: Speculative data forwarding.

and GUPS have a relatively worse EDP with Non-ECC x8 and Non-ECC x16.
These two applications are memory bound and have random access patterns
that do not make effective use of T2EC caching. The other two bandwidth-
bound applications, mcf and STREAM, are not impacted as much. STREAM,
especially, shows the effectiveness of caching T2EC data as it has very high

spatial locality.

Speculative Data Forwarding. In V-ECC with Non-ECC DIMMs, we
assumed that the memory controller returns data to the cache controller only
when the virtualized T2EC is fetched and data is verified (lazy data forward-
ing). To mitigate the penalty with the virtualized T2EC, speculative data
forwarding is possible. We compare the lazy scheme and speculative data
forwarding in Figure 5.10. Speculative data forwarding provides better perfor-
mance than lazy data forwarding (2.3% less performance overhead on average)

This gain, however, comes at a cost of design complexity: speculative execu-
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Figure 5.11: V-ECC performance with varying LLC size.

tion using unverified values and roll-back mechanisms to recover the system

state when errors are detected.

Sensitivity to LLC size. Since V-ECC uses cache lines for storing the
virtualized T2EC, V-ECC affects LLC caching behavior as MME described
in Chapter 4. We evaluate V-ECC performance with varying LLC size from
256kB to 2MB and present how V-ECC is sensitive to LLC size in Figure 5.11.
The performance impact in V-ECC with ECC DIMMs is stable across the
simulated LLC sizes. In most applications (except canneal and fluidanimate
in Non-ECC x16), V-ECC with Non-ECC DIMMs is not sensitive to LLC size;

performance penalty gradually decreases with larger LLC.

However, it is possible that V-ECC can drop performance significantly
at a certain LLC size (as MME shown in Chapter 4). When an application
has working set close to LLC size, the reduced effective LLC capacity due to
caching of the virtualized T2EC in V-ECC can increase LLC miss rate signifi-
cantly. An example is OCEAN (in SPLASH?2 [129]) with a grid size of 258 x258.
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Figure 5.12: V-ECC performance impact on OCEAN.

Figure 5.12 presents performance penalty in OCEAN (258x258), while varying
LLC size from 256kB to 2MB. Since OCEAN’s working set is close to 1MB,
V-ECC degrades performance significantly only at 1MB LLC. The penalty,
however, is very low in V-ECC with ECC DIMMs. Only V-ECC with Non-
ECC DIMMs show more than 4% drop in performance.

Impact on Performance with Error Correction. So far, we evaluated
V-ECC in error-free condition. In V-ECC with Non-ECC DIMMs, the memory
controller always fetches data and its associated ECC; hence, error correction
penalty is only additional cycles for invoking error correction steps, which is

relatively small compared to the long DRAM latency.

In V-ECC with ECC DIMMSs, however, the T2EC is not fetched for
reads. Hence, error correction incurs fetching the virtualized T2EC from
memory. From the memory error propensity we describe in Chapter 2, SER in
DRAM is relatively low for processor execution so we can ignore the occasional

T2EC read penalty for error correction.
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As discussed in Section 5.1.1, frequent errors indicate a chip failure, and
we can use techniques such as dynamic data migration [107] for mitigating the
penalty with hard failures. On the other hand, the memory controller can
identify a faulty rank (after observing frequent errors) and fetch both data
and its associated T2EC simultaneously when accessing the faulty rank. In
this case, the performance of ECC x4 and ECC x8 will be similar to those of
Non-ECC x4 and Non-ECC x8, respectively.

5.2.2.4 Flexible Protection

As described in Section 5.1.2.3 the V-ECC architecture enables flexibil-
ity in choosing the error protection level based on dynamic application, user,
and system needs. To assess a new tradeoff that V-ECC enables, we evaluate

the effect of different T2EC sizes, which are summarized in Table 5.2.

Figure 5.13 presents the execution time and system EDP, normalized
to those of the baseline system, in ECC x8, Non-ECC x8, and Non-ECC
x 16 varying T2EC error protection. As expected, increasing the protection
level increases EDP and execution time. The impact of adding the capability
to tolerate a second dead chip, however, has a fairly small overhead overall
when using ECC DIMMs (Figure 5.13(a)). Double chipkill-correct increases
execution time by 0.3% at most over single chipkill correct, and system EDP

is still 10 — 20% better than with conventional x4 chipkill.

If ECC DIMMs are not available, the overhead of improved protection

is more significant; Figure 5.13(b) and Figure 5.13(c) show the normalized
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Figure 5.13: Performance and system EDP while varying error tolerance lev-
els (execution time and system EDP are normalized to those of baseline x4
chipkill).
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Table 5.6: Summary of flexible error protection with V-ECC.

Performance | DRAM power | System EDP
penalty reduction gain
chipkill-detect 0% 29% 14.6%
ECC x8 chipkill-correct 0.7% 27.8% 12%
double chipkill-correct | 1% 27.2% 11.2%
no protection 0% 37.1% 17.3%
chipkill-detect 3.4% 32.6% 10.4%
Non-ECC x8 | i kill-correct 5.8% 30.1% 5.6%
double chipkill-correct | 8.9% 26.7% —0.9%
no protection 0% 59.5% 27.8%
chipkill-detect 5.8% 53.4% 17.8%
Non-ECC x16 | 1 kill-correct 8.9% 50.1% 46.2%
double chipkill-correct | 12.8% 46.2% 4.9%

execution time and EDP of Non-ECC x8 and Non-ECC x16, respectively.
The overall system EDP is better than the baseline in all configurations, with
the exception of mcf, omnetpp, canneal, and GUPS. Note that the protection
method can be varied at a granularity of a single page, which can make the

options more attractive in an overall system design optimization process.

Table 5.6 summarizes the average performance penalty and DRAM
power /system EDP gains of ECC x8, Non-ECC x8; and Non-ECC x16; x4

configurations are omitted since they do not show much gain.

5.2.2.5 Implications on Multicore Processors

So far our design and evaluation have focused on a single-core system.
As described in Section 5.1.1, T2EC information is exclusively accessed by a
DRAM controller and not shared among multiple processor cores. Therefore,
it is easy to integrate V-ECC within a multiprocessor or multicore system. In

multicore systems, however, the increased traffic due to T2EC accesses and
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Figure 5.14: Performance and system EDP for x8 V-ECC in a half-bandwidth
(6.4GB/s) multicore-like scenario.

reduced effective LLC size may be more detrimental to performance than in
a single core case because of the relatively lower per-core memory bandwidth.
We gauge the potential impact of the x8 configurations of V-ECC on a mul-
ticore by simulating a single-core system with half the memory bandwidth

(6.4GB/s) and evaluate V-ECC in a 4-core CMP later.

The results of this reduced-bandwidth experiment are shown in Fig-
ure 5.14. The relative performance penalty of ECC x8 and Non-ECC x8
is only slightly worse than that of the full bandwidth system, and follows
the same trends and insights described before. One anomalous result can
be seen in libquantum, where Non-ECC X8 slightly improves performance.
This anomaly is a result of changes in the timing of DRAM accesses. The
T2EC information in the LLC changes the eviction pattern that acts as an
eager write-back mechanism, which has been shown to improve performance

in some situations [69)].
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Figure 5.15: 4-core system.

We also evaluate V-ECC in multi-core environments in Figure 5.15.
In this experiment, we use a 4-core CMP with a MESI directory protocol
and two 128-bit wide memory channels (with baseline chipkill), implement V-
ECC at LLC, and evaluate PARSEC applications with 4 threads. As shown
in Figure 5.15, V-ECC with wider DRAM configurations (x8 and x16) shows
improved system energy efficiency and low performance penalty. The only
exception is canneal; as in single-core evaluation, V-ECC with Non-ECC
DIMMs degrades system EDP in canneal. Slightly improved performance

with V-ECC in some applications is due to the effect of eager write-back in

V-ECC.

5.3 Related Work

The proposed memory protection mechanisms build on a large body
of prior work, including general work on error coding [33, 34] and chipkill cor-

rect [15,37,116]. There has also been recent work on how to allocate redundant

126



information across chips in a DRAM module in ways that account for modern
DRAM properties. One approach, like V-ECC, that uses the data chips to
also store redundant information is mentioned in [140]. The focus of the pa-
per was on reducing DRAM power consumption by modifying DIMM design
and enabling mini-ranks that only access a subset of the chips on a DIMM at
one time, and it included a suggestion for embedding redundancy uniformly
within the data DRAM chips. There are patents [36, 48] that describe a similar
concept of storing redundant information in data memory. This changes the
overall data layout and access properties, and its full impact on power, per-
formance, and strong chipkill protection has not been evaluated to the best of

our knowledge.

Similar to [140], MC-DIMMs [14] have also been suggested to subset
DIMM ranks and improve power consumption. As part of this work, tech-
niques to implement chipkill-correct with MC-DIMMs were developed [13].
These techniques, like the ones in Section 5.1.2, use 3-check-symbol SSC-DSD
chipkill-correct. The MC-DIMM approach uses uniform and fixed redundancy,
however, and requires dedicating one DRAM chip to each of the three check
symbols, which increases system cost. In our work, we focused on adding flex-
ibility to the design and on using standard DIMMs to support strong memory

error tolerance in efficient configurations.

Our research is also related to prior work that aims to reduce the over-
head of reliable execution by using non-uniform protection. The Duplication

Cache [12] can reduce the overhead of providing dual-modular redundancy for

127



shared-memory multiprocessor reliable systems. Instead of replicating all of
memory, only dirty pages are replicated to increase effective capacity. The
duplication cache is implemented on top of the virtual memory interface and
copy-on-write exceptions to identify dirty pages. Our work is very different
and is able to reduce the overhead of all aspects of memory error tolerance
by extending ECC schemes to two tiers. Another non-uniform technique was
proposed for computation rather than the memory system. Mixed-Mode Mul-
ticore (MMM) Reliability [126] proposes a mechanism that enables different
reliability modes based on user demands; dual-modular redundant execution
for reliable programs or single-mode execution for high performance. MMM
emphasizes the need to provide flexible reliability modes in a system based on
user and environmental needs. We fully support this approach and comple-

ment prior work by introducing flexible memory error-tolerance schemes.

5.4 Summary

In this chapter, we present general mechanisms to virtualize ECC-based
memory error tolerance mechanisms. We show how V-ECC adds flexibility
to what until now has strictly been a design-time decision. Decoupling the
mapping of data from redundancy even allows systems with Non-ECC DIMMs
to tolerate potentially significant memory errors. The focus of this chapter
has been on developing the fundamental mechanisms and evaluating potential
ECC schemes that take advantage of V-ECC. We show promising results on

improving memory system efficiency with minimal impact to performance,
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including examining near worst-case micro-benchmarks, which have very low
arithmetic intensity and are very demanding on the memory system. We
believe that the schemes we describe in this chapter are just the starting point

for opportunities to take advantage of dynamically tunable memory protection.
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Chapter 6

Adaptive Granularity Memory Systems

The continuing improvements in device density and in the potential
performance of parallel processors place increased pressure on the through-
put, power consumption, and reliability of memory systems. With the very
high arithmetic throughput possible with modern processors, accessing off-
chip memory is often the performance bottleneck. Moreover, supporting a
large number of concurrent threads and applications requires higher memory
capacity. The power consumed by high-capacity memory can be a large frac-
tion of total system power [44]. Another issue with increased storage capacity
is that the likelihood of memory errors grows, necessitating sophisticated, and
often costly, error-tolerance mechanisms. The fundamental problem is that
systems require reliable high-capacity memory with high throughput and low

power all at the same time, while these parameters are often in conflict.

Memory systems often rely on spatial locality to reduce off-chip ac-
cesses and miss rate and to lower control and storage overheads. Usually,
caches and DRAM systems use coarse-grained accesses of 64 bytes or larger.
This conventional wisdom of amortizing overheads no longer leads to opti-

mal system tradeoffs. When spatial locality is insufficient, two key resources
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are squandered: Off-chip bandwidth is wasted, and unnecessary power is con-
sumed on fetching data that will not be referenced. Fine-grained memory
accesses used in some vector processors overcome these inefficiencies, but are
also sub-optimal because spatial locality is quite common and should be ex-
ploited. This is especially true for error-tolerant systems because providing
the same level of protection to fine-grained accesses requires more redundancy

than it does for coarse-grained accesses.

In this chapter, We present adaptive granularity [135] to combine the
best of fine-grained and coarse-grained memory accesses. We augment vir-
tual memory to allow each page to specify its preferred granularity of access
based on spatial locality and error-tolerance tradeoffs. We use sector caches
and sub-ranked memory systems to implement adaptive granularity. We also
show how to incorporate adaptive granularity into memory access scheduling.
We evaluate our architecture with and without ECC using memory intensive
benchmarks from the SPEC, Olden, PARSEC, SPLASH2, and HPCS bench-
mark suites and micro-benchmarks. The evaluation shows that performance is
improved by 61% without ECC and 44% with ECC in memory-intensive ap-
plications, while the reduction in memory power consumption (29% without

ECC and 14% with ECC) and traffic (78% without ECC and 68% with ECC)

is significant.

The remainder of this chapter is organized as follows: Section 6.1 de-
scribes a tradeoff between redundancy overhead and access granularity; Sec-

tion 6.2 presents the proposed adaptive granularity memory system; the eval-
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uation methodology is described in Section 6.3; the results and discussion
is shown in Section 6.4; Section 6.5 presents related work; then, Section 6.6

summarizes this chapter.

6.1 Error Protection and Access Granularity

In this section, we describe the tradeoff between redundancy overhead
and access granularity. The high density of DRAM coupled with the large
number of DRAM chips in many systems make memory one of the most sus-
ceptible components to errors and can reduce both the reliability and the
availability of the system [101]. The most effective method to improve relia-
bility is to tolerate errors using ECC codes [74,100]. With ECC, every access
to memory is accompanied by an ECC operation to ensure that the access is
correct. One pertinent characteristic of commonly used ECC is that its over-
head grows sub-linearly with the size of the data it protects (O (log, n), where
n is the size of the data) as discussed in Section 2.3. Therefore, coarse-grained
accesses can use more space-efficient codes that have lower redundancy, while
tolerating the same number of errors; the finer-grained the access, the larger

the overhead of ECC.

Moreover, since we cannot use an arbitrary width DRAM chip, the ac-
tual overhead in terms of chip count can be even larger. This ECC overhead
manifests itself in reduced storage efficiency (more DRAM chips for the same
data capacity) and lower effective pin bandwidth and power efficiency (more

pins and watts for the same data bandwidth). For example, typical overhead
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Figure 6.1: Tradeoff between access granularity and redundancy overheads.
White and gray boxes represent data and ECC blocks respectively assuming
a minimum access granularity of 8B (x8 DRAM chips and burst-8 accesses in
DDR3). The finer the granularity, the higher the overhead of redundancy.

with ECC DIMMs is 12.5% with 8 bits of ECC information for every 64 bits
of data (or a 16 bits of ECC for 128 bits of data). In Cray’s Black Widow [11],
many-narrow-channels memory subsystem (illustrated in Section 3.3.1) has
25% overhead: 7-bit SEC-DED for each 32 bits of data, but the actual over-
head is 8 bits when using x8 DRAM chips. Furthermore, providing 8B access
granularity with DDR3 using the many-narrow-channels approach requires
100% ECC overhead (a 5-bit ECC provides SEC-DED protection for 8-bit
data, but we still need at least one x8 DRAM chip to store ECC information,
resulting in 8 overhead bits per 8-bit of data) as well as additional control over-
head. Supporting ECC in a sub-ranked memory system is also very expensive:
MC-DIMM requires a 37.5% or higher ECC overhead for chipkill-correct [13],
for example. Figure 6.1 summarizes the tradeoff between access granularity

and storage efficiency.

In summary, neither a conventional coarse-grained memory system nor

a fine-grained memory system, including many-narrow-channels and sub-ranking
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schemes, can provide optimal throughput and efficiency. Optimizing the sys-
tem for coarse-grained accesses sacrifices throughput when spatial locality is
low, while tuning for fine-grained accesses makes the overheads of control
and/or ECC significant. Modern computing systems, however, require all
of these merits: high throughput both for coarse-grained and fine-grained ac-
cesses and high reliability and availability levels, and all of these at low power

and storage overheads.

6.2 Adaptive Granularity Memory System

We propose the adaptive granularity memory system (AGMS) that
combines the best of fine-grained and coarse-grained accesses. The main idea
is to use a coarse-grained configuration for memory regions with high spatial
locality and a fine-grained configuration for memory regions with low spatial
locality. The proposed mechanism is a vertical solution that requires col-
laboration between several system levels: The application provides preferred
granularity information (Section 6.2.1); the OS manages per-page access gran-
ularity by augmenting the virtual memory (VM) interface (Section 6.2.2); a
sector cache manages fine-grained data in the cache hierarchy (Section 6.2.3);
and a sub-ranked memory system and mixed-granularity memory scheduling
provide efficient handling of multiple access granularities within off-chip mem-
ory system (Section 6.2.4 and Section 6.2.5). We also discuss the tradeoffs in

making granularity decisions (Section 6.2.6).
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6.2.1 Application Level Interface

As explained in Section 6.1, AGMS requires different memory protec-
tion schemes for different access granularities. The degree of redundancy,
and thus the memory layout, has to change (see Section 6.2.4 for details).
Consequently, the processor cannot adapt the granularity independent of the
software. The tuning/adaptation can be done either statically at compile time
or dynamically by the OS (we discuss the dynamic case later). In the static
approach, the programmer or an auto-tuner provides granularity information
through a set of annotations, hints, compiler options, and defaults that asso-
ciate a specific tolerance mechanism with every memory location.! We envision
that the programmer will declare a preferred access granularity when memory
is allocated. More accurately, we allow the programmer to override the default
access granularity using annotations and compiler hints. In Fortran, program-
mer annotations can take the form of another array attribute; in C, we can
add a parameter to malloc; in C4++, we can overload the new operator. The

compiler may also select granularity with appropriate analysis.

6.2.2 OS Support

Granularity and protection schemes are applied when physical memory
is allocated and are thus closely related to the virtual memory manager. We

augment the virtual memory interface to allow software to specify the preferred

I'Note that a physical memory location can only be protected using a single mechanism
at any given time because the protection scheme and redundant information need to be
checked and updated consistently.
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access granularity for each page. The per-page access granularity is stored
in a page table entry (PTE) when a page is allocated. This information is
propagated through the memory hierarchy along with requests, miss status
handling registers, and cache lines so that the memory controller can use the
information to control DRAM channels. Since most architectures have reserved
bits in a PTE, we can accommodate the preferred access granularity similar

to per-page cache attributes in the x86 ISA [57].

Because the OS manages both access granularity and virtual memory;,
it is possible to dynamically adapt the granularity without application knowl-
edge. This would require hardware support for determining access granularity,
such as the mechanisms proposed for fine-grained cache management [67] as
well as the OS to copy (migrate) pages or change granularity when paging.
We leave further exploration of this idea to future work and discuss it further

in Section 6.2.6.

6.2.3 Cache Hierarchy

AGMS issues both coarse- and fine-grained requests to main memory
and thus needs to manage both granularities of data within the cache hierarchy.
The simplest way is to use a cache with a line size equal to the smallest access
granularity, e.g. 8B. A better design choice is a sector cache [75, 98] (illustrated
in Section 3.3.2). A cache line in a sector cache is divided into multiple sectors,
and each sector maintains its own valid and dirty bits, but there is only one tag

for each multi-sectored cache line. Since sector caches do not increase address
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tag overhead, the additional cost is only the storage for valid and dirty bits:

14 bits per cache line when a 64B cache line is divided into eight 8B sectors.

While the more advanced cache architectures described in Section 6.5
can provide better management of fine-grained data, we choose a simple sector
cache in this dissertation to better isolate performance gains from adaptive
granularity memory access; the simple sector cache allows a fair comparison
between the adaptive granularity memory system and a conventional coarse-

grain-only architecture.

6.2.4 Main Memory

Sub-Ranked Memory Systems.  We leverage the sub-ranked memory
system approach (described in Section 3.3.1) because it enables fine-grained
accesses with minimal control overhead. We use a 64-bit wide memory channel
with DDR3 DRAMs: eight x8 DRAMSs per rank. Figure 6.2(a) shows the main
memory architecture for this study. The minimum access granularity in our
system is 8B since we can control each memory device independently. Though
sub-ranked memory systems can provide multiple granularities (8B, 16B, 24B,
32B, and 64B), we restrict access granularity to 64B (coarse-grained) and 8B
(fine-grained) in this dissertation. A fine-grained 8B request is serviced by a
burst of 8 transfers from a single x8 DRAM chip, and a coarse-grained 64B
request is serviced by a burst of 8 transfers from all 8 x8 DRAM chips in a

rank.
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Figure 6.2: Sub-ranked memory with a register/demux architecture of 1x,
2x, and 4x ABUS bandwidth. We use a register/demux similar to the one
suggested in MC-DIMM [14]. Note that we do not use a register with the 1x
ABUS configuration.

Address Bus Bandwidth. Because each fine-grained access reads or writes
only 8B of data, it requires a factor of 8 more memory requests to achieve the
equivalent throughput of coarse-grained accesses. In other words, fine-grained
accesses will saturate an address/command bus (ABUS) that is designed for
coarse-grained accesses, and greater command signaling bandwidth is required
for fine-grained accesses to fully utilize the DRAM bandwidth. Many com-
mercial high-end systems including FB-DIMM [83], Power 7 [59], Cray Black

Widow [11] as well as the custom address/command bus in the Convey S/G
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DIMM [25] and decoupled DIMM [141] already use or suggest 3 to 4 times,
or even more, faster signaling for the ABUS. Increasing ABUS bandwidth is
a matter of overall system optimization in terms of cost, power, and perfor-

mance. We explore the design space of ABUS bandwidth later in this section.

Figure 6.2(b)-(d) show the architectures of the register/demux used
in the sub-ranked memory system, and Figure 6.2(c) and Figure 6.2(d) show
how 2x and 4x ABUS bandwidths are provided. While the 2x ABUS scheme
can be achieved by using double data rate signaling as with the data bus
(DBUS) with a relatively simple register/demux, the 4x ABUS scheme, which
uses quad data rate signaling, may increase design complexity due to signal

integrity issues.

Memory controllers. An interesting challenge in implementing adap-
tive granularity, compared to fixed granularity memory systems, is the ef-
fective co-scheduling of memory requests with different granularities; this in-
cludes buffering, scheduling, and providing quality of service. The example
in Figure 6.3(a) illustrates how a coarse-grained request is unfairly deferred
when there are many fine-grained requests, assuming the commonly used FR-
FCFS [95] scheduling policy. The coarse-grained request at time 2 cannot be
immediately issued due to pending fine-grained requests F0 and F3, which were
queued at time 0 and time 1 respectively. While the coarse-grained request
waits in the queue, other fine-grained requests (F1, F2, and F0) arrive and
are scheduled quickly since a fine-grained request can be serviced once its sin-

gle associated sub-rank becomes ready. Coarse-grained requests, on the other
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Figure 6.3: AGMS scheduling examples. Fx represents a fine-grained request
to sub-rank x, and C represents a coarse-grained request. There are four sub-
ranks, and a memory device returns a 4-cycle burst after a request is made.
FR-FCFS scheduling is used, and data bus contention is the only constraint
in scheduling in this simple example.

hand, can only be scheduled when all sub-ranks are available at the same time.
As a result, the coarse-grained request is serviced only after all fine-grained

requests are serviced, potentially degrading performance significantly.
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We propose two solutions to address this problem: (i) to give higher pri-
ority to coarse-grained requests; and (ii) to split a coarse-grained request into
multiple fine-grained requests. The first solution prioritizes a coarse-grained
request when its service is unfairly deferred due to fine-grained requests. Sup-
porting different request priorities is a common feature of modern out-of-order
memory schedulers. As shown in Figure 6.3(b) when the scheduler detects
that a coarse-grained request is deferred due to fine-grained requests (at time
2), it raises the priority of the coarse-grained request. This prevents fine-
grained requests with normal priority from being scheduled. As a result, the
coarse-grained request finishes at time 9, after which fine-grained requests are

serviced.

Our second solution splits a coarse-grained request into many fine-
grained requests so that each fine-grained request (belonging to a single coarse-
grained request) can be opportunistically scheduled. The original coarse-
grained request finishes when all its fine-grained requests are serviced. Fig-
ure 6.3(c) shows such an example. At time 2, the coarse-grained request is
split into four fine-grained requests (C0O, C1, C2, and C3), and the coarse-
grained request finishes when all of them are serviced (at time 9). A caveat
to this solution is that it potentially increases ABUS bandwidth requirement.

We compare the two solutions in more detail later in this subsection.
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Figure 6.4: Coarse-grained and fine-grained accesses with ECC

6.2.4.1 Data Layout.

When ECC is not used, the data layout in physical memory is the same
for both fine-grained and coarse-grained pages. When ECC is enabled, on the
other hand, we need to use a different data layout for fine-grained pages to
account for the higher required redundancy. Figure 6.4 compares a coarse-
grained and fine-grained accesses with ECC in a DDR3-based system. Note
that single hardware with AGMS can provide both coarse-grained and fine-
grained configurations unlike conventional memory systems that are either
coarse-grain only or fine-grain only. Fine-grained data can provide higher
throughput with low spatial locality, but it increases the ECC overhead since
every data block needs its own ECC code. The 8B minimum access granularity

dictates at least 8B for ECC.

In this dissertation, we use a simple scheme in which a fine-grained
physical page is twice as large as a coarse-grained nominal page, e.g. 8kB of
storage for a 4kB data page. Each 8B of data is associated with 8B of ECC.
Hence, a fine-grained request is serviced by accessing 16B in total. Memory
controllers must interpret this change in addressing when making fine-grained

data accesses with ECC, and the OS should manage physical memory pages
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accordingly. As a result, fine-grained pages have low storage efficiency, but
can still provide better throughput than always using coarse-grained accesses.
We store data and its associated ECC in different memory devices, providing
better reliability than other embedded-ECC designs [36, 48, 140], which store
ECC in the same DRAM row as the data it protects. A more generalized
and flexible scheme such as Virtualized ECC [133] (described in Chapter 5)
can manage ECC without changing physical data layout and can even handle
granularities other than 64B and 8B easily, but we leave exploring such con-
figurations to future work. We assume that ECC DIMMSs are used, and ECC
information for coarse-grained accesses is stored in the dedicated ECC DRAM

chips.

6.2.5 AGMS Design Space

We now explore the design space of AGMS. We describe the details of
the simulation settings and system parameters in Section 6.3. We use GUPS for
exploring the design space because it is very memory-intensive and has many
fine-grained requests. Furthermore, GUPS is often used as the gold standard
for evaluating memory systems and network designs in large-scale systems and
is considered to be a challenging benchmark [2]. We later show that AGMS
provides significant benefits to real applications in addition to this important

micro-benchmark.

GUPS performs a collection of independent read-modify-write operations

to random locations (8B elements in our experiments). GUPS has two buffers:
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an index array and a data array. The index array is accessed sequentially.
The values stored in the index array are random numbers that are used for
addressing the data array to be updated. For adaptive granularity, we define
the index array as a coarse-grained region and the data array as a fine-grained
region. We simulate a 4-core system with an instance of GUPS per core and
a single 106YMHz DDR3 channel. We choose this relatively low-bandwidth
configuration because it is representative of future systems that are expected
to have larger compute to memory bandwidth ratios than current systems.
Limited experiments with higher bandwidth yielded very similar results in the

case of GUPS.

Figure 6.5(a) shows the throughput of various system configurations
using weighted speedup [43]. In Figure 6.5, CG represents a conventional
fixed-granularity coarse-grained system, AG is the baseline AGMS with stan-
dard FR-FCFS scheduling, AGpiority and AGsp are AGMS, where the former
uses higher priority for deferred coarse-grained requests and the latter splits
coarse-grained requests into multiple fine-grained requests. The suffix +ECC
represents ECC support in each configuration. Note that CG+ECC has iden-

tical performance to CG so the throughput of CG+ECC is not shown here.

Compared to CG (coarse-grain-only), the AG schemes improve system
throughput significantly: 100—130% with nominal 1x ABUS bandwidth, 150—
200% with 2x ABUS, and up to 480% with 4x ABUS. Note that with AG, the
index array uses coarse-grained accesses and the data array is accessed with

fine granularity. The performance of the AG schemes with 1x and 2x ABUS is
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Figure 6.5: GUPS 4-core simulation for design space exploration.

limited by ABUS bandwidth: They have almost 100% ABUS utilization, while

data bus (DBUS) utilization is only 25% (1x ABUS) and 50% (2x ABUS).

With 4x ABUS, DBUS utilization reaches more than 70%. Note that even

with 1x ABUS, the effective throughput is still twice as high as that of a

coarse-grain-only system.

The throughput of the baseline AG system is limited by coarse-grained

requests to the index array that are unfairly deferred due to many fine-grained

accesses. This effect is more pronounced with 2x or 4x ABUS. AGyriorty

and AGgy,;; overcome this inefficiency by allowing coarse-grained requests to
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complete in a timely manner. AG,iorit, performs slightly better when ABUS
bandwidth limits overall throughput (1x ABUS), but AG,;; is best when
ABUS bandwidth is higher (2x and 4x ABUS).

When ECC is enabled, the AG schemes improve performance by 120 —
130% with 1x ABUS, 200 — 210% with 2x ABUS, and up to 250% with 4x
ABUS. One anomalous case is AGg,;; with 1x ABUS, where the throughput of
AG,,;;+ECC is better than that of AGgy;,. The reason is that AGg,;;+ECC
makes coarser requests because of the ECC data and thus requires less ABUS
bandwidth. The coarse-grained requests are split into only four finer-grained
requests (as opposed to eight requests with AGy,;; without ECC). Note that
4x ABUS does not provide any further improvements because the data bus
is already heavily utilized (more than 70%) with 2x ABUS due to the extra

bandwidth consumed by the redundant ECC information.

Figure 6.5(b) and Figure 6.5(c) compare the DRAM power consumption
of the evaluated configurations. In general, the AG schemes consume much
less power than CG because they avoid accesses and transfers of unnecessary
data and mitigate DRAM “overfetch” [13]. Having higher ABUS bandwidth
increases DRAM system utilization and DRAM power consumption. The sig-
nificant improvements to system throughput, however, compensate for this

increased power, leading to superior power efficiency.

Based on the evaluation results shown in Figure 6.5, in the rest of

the chapter, we use AGg,;; with 2x ABUS both for non-ECC and ECC con-

figurations. Although 4x ABUS improves GUPS significantly, GUPS’s access
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pattern of almost exclusively fine-grained requests is not common in real ap-
plications. Therefore, we choose a 2x ABUS configuration over a 4x ABUS
system given its design complexity and power overhead of a 4x ABUS system.
Both AGyiority and AGg,y: perform equally well with 2x ABUS bandwidth in

general, but AG,,;; can utilize bandwidth more efficiently in a few cases.

6.2.6 Access Granularity Tradeoffs

While fine-grained accesses can utilize off-chip bandwidth more effi-
ciently than coarse-grained ones, we should also consider that fine-grained
access may degrade performance because of potentially higher average mem-
ory access latency. Ideally, bottom-line performance can be used to determine
granularity, but the high cost of copying (migrating) a page to change its
data layout (when ECC is used) for a different access granularity dictates that
such changes be infrequent. As a result, common approaches to “experiment”
dynamically and monitor performance are ill-suited for granularity selection.
Instead, we propose a heuristic that incorporates metrics of spatial locality

and DRAM characteristics.

The first component of our heuristic is cache spatial locality. Fine-
grained accesses avoid fetching unnecessary data and utilize scarce off-chip
bandwidth resources more effectively. Minimizing traffic generally reduces
memory power consumption and can maximize system throughput when mem-
ory throughput is the bottleneck. We estimate the spatial locality of a page by

averaging the number of words used in each fetched cache line for that page.
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Thus, we can estimate the average traffic for fetching a line from a page as

follows:

e The cost for a coarse-grained access (64B) is 73B: 64B data, 8B ECC,

and 1B for control.

e The cost for a fine-grained access (8B) depends on the number of words
referenced. For each referenced word, we need 17B: 8B data, 8B ECC,

and 1B for control.

Consequently, fine-grained accesses minimize the amount of traffic if an average
cache line in a page has fewer than 4 referenced words (for the configuration

parameters used in this study).

Minimizing traffic, however, does not always guarantee higher overall
performance or efficiency. The reason is that with fine-grained requests, mul-
tiple accesses to the same line will all be treated as cache misses (they hit in
the tag array, but miss on the actual data word because of the sector cache
design). These misses could have been avoided with coarse-grained accesses.
Thus, if memory bandwidth is not the bottleneck, fine-grained accesses can
degrade performance. We account for this effect by considering DRAM access

characteristics that make fetching additional data relatively cheap.

The second component of the heuristic is DRAM page hit rate. A high
DRAM page hit rate reduces the potential gains of fine-grained data access

since the relative overhead of fetching an entire cache line is smaller when page

148



hit rate is high. When the page hit rate is low, fine-grained accesses allow more
rapid transitions between pages and also increase the level of parallelism in
the memory system (sub-rank level parallelism in addition to rank and bank
level parallelism). Thus, if the page hit rate is high, pre-fetching extra data
with coarse-grained accesses does not significantly impact effective memory

throughput and can improve cache hit rate and average load latency.

We combine cache-line spatial locality and page hit rate by adding a
penalty («) to fine-grained accesses when page hit rate is high: We opt for
fine granularity if ax fine-grained-cost < coarse-grained-cost. « is a parameter
that penalizes fine-grained accesses and is 1.0 when only one word is referenced
for more than 70% of cache lines in a page. Otherwise, « is determined by
DRAM page hit-rate: 1.0 if page hit-rate is lower than 60%; 1.3 if lower than
70%; 1.8 if lower than 80%; and 3.0 otherwise. These weights were chosen
arbitrarily, and we determined that performance is insensitive to this choice

to a large extent.

The two components of the granularity-decision heuristic can be calcu-
lated statically, using programmer hints or compiler analyses, or dynamically,
by allowing the OS to track access characteristics. In this research, we use an
intermediate approach to identify fine-grained data regions using off-line pro-
filing. Instead of modifying the application code and OS, we use the profiler to
guide our decisions. We discuss the potential merits of this approach compared
to dynamic prediction in the evaluation section, but overall, we determine that

once an application starts running, its granularity characteristics are stable.
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Note that the OS can always dynamically override granularity decisions and
set all pages to coarse-grained if it determines that to be the most beneficial
approach. For example, if memory bandwidth utilization is expected to be
low leading to fine-grained access increasing memory footprint with no likely

benefit to performance.

6.3 Evaluation Methodology

We evaluate AGMS using a combination of PIN-based emulation [77]
to collect granularity statistics for full application runs and detailed cycle-
based simulations to determine impact on performance and power. For the
cycle-based simulations, we use the Zesto simulator [76] integrated with a de-
tailed in-house DRAM simulator that supports sub-ranked memory systems as
well as variable ABUS bandwidth as described in Section 6.2.4. The DRAM
simulator models memory controllers and DRAM modules faithfully, simu-
lating buffering of requests, FR-FCFS [95] scheduling of DRAM commands,
contention on shared resources such as ABUS and DBUS, and all latency and
timing constraints of DDR3 DRAM. Banks and sub-ranks are XOR interleaved

to minimize conflicts [139].

Workloads. We use a mix of several applications from SPEC CPU 2006 [109],
PARSEC [21], Olden [30], SPLASH2 [129], and the HPCS [3] benchmark
suites as well as micro-benchmarks such as GUPS [42], STREAM [82], and Linked
List [4] (Table 6.1). We choose mostly memory-intensive applications without

spatial locality, but also include applications that are not memory intensive
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Table 6.1: Benchmark statistics: LLC MPKI (misses per thousand instruc-
tions), DRAM page hit rates and IPC are estimated from the baseline cycle-
accurate simulation with a single core; average number of used words per cache

line is gathered using PIN.

DRAM | Avg.
Benchmark illque ut IPC LI\I/ILI;CKI E?tge zf(fiffsn;?ri Description
rate cache line
SPEC
mcf ref 0.24 | 31.3 19.1% 3.59 Vehicle scheduling using
a network simplex algorithm
omnetpp ref 0.49 | 11.6 47.8% 3.22 Discrete event simulations
libquantum ref 0.45 | 15.6 98.9% 4.09 Simulates a quantum computer
bzip2 ref 0.80 | 3.2 57.1% 3.63 bzip2 compression
hmmer ref 0.98 | 0.87 91.3% 7.93 Protein sequence analysis
using hidden Markov models
astar ref 0.87 | 0.59 44.0% 2.86 A* path finding algorithm
1bm ref 0.56 | 22.9 82.6% 3.92 Fluid dynamics using
Lattice-Boltzmann method
PARSEC
canneal 400k 0.32 | 17.2 14.1% 1.87 Simulated annealing
elements to minimize the routing cost
streamcluster | 16k 0.49 | 14.5 86.8% 7.24 On-line clustering
points of an input stream
SPLASH2
OCEAN 10262 0.54 | 18.6 92.6% 6.68 Simulates large-scale
grid ocean movements
Olden
mst 2k 0.12 | 41.6 40.5% 2.30 Minimum spanning tree
nodes
em3d 200k 0.19 | 39.4 27.4% 2.62 Simulates electromagnetic wave
nodes
HPCS
SSCA2 64k 0.27 | 254 25.5% 2.63 Computes betweenness centrality
nodes in a large graph
Micro-benchmarks
Linked List 342 0.04 | 111.9 34.2% 1.99 Linked list traversal
linked
lists
GUPS 8M 0.08 | 174.9 10.9% 1.84 Updates random memory locations
elements
STREAM 2M 0.4 51.9 96.5% 7.99 streaming copy, scale,
elements add, and triad

and/or have high spatial locality. Note that with adaptive granularity, all

applications can perform at least as well as on the baseline system because
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coarse-grained accesses are used by default, but we report numbers based on

the heuristic described in Section 6.2.6.

mcf and omnetpp are memory intensive and have low spatial locality
with less than half a cache line referenced by a processor core on average
and low DRAM page hit rate. libquantum and lbm are memory-intensive
and fewer than half the words in a cache line are accessed on average, but
have high spatial locality for DRAM (high DRAM page hit rate). bzip2,
astar, and hmmer are not memory-intensive. Applications from PARSEC
(except streamcluster), Olden, HPCS SSCA2, and the micro-benchmarks
(except STREAM) all stress main memory and have very low spatial locality:
DRAM page hit rate is low, and only one or two words are referenced in each
cache line on average. STREAM (micro-benchmark), OCEAN (SPLASH2), and
streamcluster (PARSEC) are memory intensive, but present high DRAM
page hit rate and access most words in a cache line. Note that we do not
include applications that do not stress memory as the results will be the same

for the baseline system and AGMS.

For the cycle-based simulations, we ran a representative region from
each application. We use Simpoint [49] to determine the regions for SPEC
applications and manually skipped the initialization of the simpler and more
regularly-behaved Oldeni, PARSEC, and SPLASH2 benchmark suites, HPCS
SSCA2, and the micro-benchmarks. The size of each representative region is

200M instructions for the 4-core simulations and 100M instructions for the
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Table 6.2: Simulated base system parameters.

Processor core 4GHz x86 out-of-order core (4 or 8 cores)

L1 I-caches 32kB private, 2-cycle latency, 64B cache line

L1 D-caches 32kB private, 2-cycle latency, 64B cache line

L2 caches 256kB private for instruction and data, 7-cycle latency
64B cache line

Last-Level caches (L3) shared cache, 64B cache line

4MB 13-cycle latency for 4-core systems

8MB 17-cycles latency for 8-core systems

64B cache line

On-chip memory controller | FR-FCFS scheduler [95], 64-entry read queue, 64-entry write queue
XOR-based bank, sub-rank mapping [139]

Main memory 1 72-bit wide DDR3-1066 channel (64-bit data and 8-bit ECC)

x8 DRAMs, 8 banks per rank, 4 ranks per channel

parameters from Micron 1Gb DRAM [84]

8-core simulations. For the PIN-based experiments, we ran all applications to

completion.

Data page profiling.  To collect profiling information, we use PIN [77]
and emulate a 1-level 1MB 8-way set-associative cache with 64B lines. During
program execution, we profile which 8B words are referenced within each cache
line. We then aggregate the per-cache line cost across each 4kB page and
determine the granularity recommendation that can be overridden dynamically
by the OS (see Section 6.2.6), although we do not override the decision in this
study. We use this static profiling method to report the ECC storage overheads
of fine-grained pages in Section 6.4.1 and to identify fine-grained data pages

for the cycle-based simulations (Section 6.4.2-6.4.3).

System Configurations. Table 6.2 gives the parameters of the baseline
coarse-grain-only system used in our cycle-based simulations. The cache hier-
archy of the base system has an instruction pointer prefetcher for the instruc-

tion caches and a stream prefetcher for the data caches.
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We use the following configurations for evaluating the potential of the

AGMS approach.

e CG+ECC: coarse-grain-only system as described in Table 6.2. ECC is
stored in dedicated DRAMSs.

o CGguprankeda+ECC: coarse-grain-only system, but it uses a sub-ranked
memory system, similar to MC-DIMM [13]. We use the best configu-
ration from [13], 4 sub-ranks per rank (see Figure 3.6(c)). For ECC
support, we assume that each sub-rank has a dedicated ECC DRAM so
that a 64B request is served by a burst of 32 transfers outt of three x8
DRAMSs, of which two is for data and one is for ECC.

e FG+ECC: fine-grain-only system. The memory controller accesses only
requested words (8B), but every fine-grained access is accompanied by
8B ECC; an 8B request is served by a burst of 8 transfers out of two x8
DRAMSs, of which one is for data and the other is for ECC. As a result,
the effective memory channel is only 32 bits wide. L1D and L2 caches
and LLC are sector caches, where a 64B cache line is divided into eight

8B sectors to manage fine-grained data in the cache hierarchy.

e AG+ECC: AGMS with the AGgy;; scheme described in Section 6.2.4 and
2x ABUS. As FG+ECC, AG4+ECC also uses sector caches in L1D and
L2 caches and LLC.
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In addition to the above configurations with ECC, we also evaluate
systems without ECC: CG, CGgupranked; FG, and AG. These non-ECC con-
figurations are identical to their ECC counterparts except that they do not
support ECC. CG and CGgyp-ranked do not have dedicated ECC DRAMs. FG
and AG (for fine-grained accesses) do not transfer ECC, yielding twice the peak
fine-grained data rates of FG+ECC and AG+ECC. Note that the AG schemes
(AG and AG+ECC) can emulate the CG schemes (CG and CGH+ECC) and
the FG schemes (FG and FG+ECC) when we set all pages to coarse-grained

or fine-grained, respectively.

Power models. We estimate DRAM power consumption using a power
model developed by Micron Corporation [7]. For processor power analysis,
we use the IPC-based mechanism presented in [13]: The maximum power
per core is estimated as 16.8W based on a 32nm Xeon processor model using
the McPAT 0.7 tool [72]; and half of the maximum power is assumed to be
static (including leakage) with the other half being dynamic power that is
proportional to IPC. In our experience, this rather simple measure of processor
core power produces a power estimate that matches WATTCH [26] results well.
Furthermore, our study focuses on main memory, and our mechanisms have
minimal impact on the processor core’s power behavior. We estimate LLC
power using CACTI 6 [85]. To account for the cost of sector caches and the
sub-ranked memory system with 2x ABUS and the register/demux, we add
a 10% power penalty to the LLC and DRAM power consumption in AGMS,

which we believe to be very conservative.

155



Table 6.3: PIN-based data page profiling.

Fine-grained | Fraction of
Benchmark Total data data & fine-grained data
SPEC
mcf 1676MB 1676MB 100%
omnetpp 175MB 159MB 91%
libquantum 122MB 0.1MB 0.1%
bzip2 208MB 124MB 59%
hmmer 64MB 0.1MB 0.2%
astar 349MB 258MB 74%
lbm 409MB 6.3MB 1.5%
PARSEC
canneal 158MB 157MB 99%
streamcluster | 9MB 0.1MB 1.6%
SPLASH?2
OCEAN [ 56MB [ 0.1MB [ 0.1%
Olden
mst 201MB 193MB 96%
em3d 89MB 28MB 31%
HPCS
SSCA2 [ 186MB | 18MB [ 10%
Micro-benchmarks
Linked List 178MB 178MB 100%
GUPS 192MB 64MB 33%
STREAM 47MB 0.1MB 0.2%

6.4 Results and Discussion

This section presents our analysis of AGMS: Section 6.4.1 provides
data page profiling results and reports the storage overhead of the redundant
information in fine-grained pages; Section 6.4.2 and Section 6.4.3 present cycle-

based simulation results from 4 cores and 8 cores, respectively.

6.4.1 Page Profiling Results

We use PIN with the simple cache model described in Section 6.3 to pro-
file fine-grained pages as well as total data pages. The fraction of fine-grained
data pages is important because the storage overhead of ECC for fine-grained

pages is twice that of coarse-grained ones. As shown in Table 6.3, the frac-
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Table 6.4: Application mix for 4-core simulations.

MIX-1 | mcf omnetpp mcf omnetpp
MIX-2 | SSCA2 lbm astar SSCA2
MIX-3 | libquantum hmmer mst mcf
MIX-4 | SSCA2 Linked List mst hmmer

tion of fine-grained pages is low in hmmer, 1ibquantum, 1bm, streamcluster,
OCEAN, em3d, SSCA2, GUPS, and STREAM, but is nearly 100% in many applica-
tions. Therefore, declaring a data page as fine grained must be done judiciously
and used as part of overall system optimization (trading off performance and
power-efficiency with a larger memory footprint). For some applications, the
choice is clear. As shown in the performance analysis in Section 6.4.2, those
applications that have a small fraction of fine-grained pages perform very well
with AGMS. Others still gain from using AGMS, but require significantly more
memory capacity. This particular tradeoff depends on many system-level pa-

rameters, and we leave this evaluation to future work.

6.4.2 4-core Cycle-Based Results

In this subsection, we present cycle-based simulation results of 4-core
systems. Multi-programmed workloads are used for the 4-core system evalua-
tion. We use 4 replicas of an application (suffix x4) as well as application mixes
(Table 6.4). We utilize weighted speedup as the metric of system throughput.
We use the fine-/coarse-grained decisions from our profiler. Both profiler and

simulations used the same dataset, but the profiler was not heavily tuned.
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Figure 6.6: 4-core system off-chip traffic and power.

Off-Chip Traffic and Power. First, we compare the off-chip traffic
and DRAM power consumption of CG+ECC, CGgup-rankea t ECC, FG+ECC,
and AG+ECC. Figure 6.6(a) shows the total memory traffic including ECC.
AG+ECC reduces off-chip traffic by 66%, on average, compared to CG+ECC

(56% excluding the micro-benchmarks: GUPS, STREAM, and Linked List).

The reduced off-chip traffic leads to lower DRAM power consumption

as shown in Figure 6.6(b). Remember that we added a conservative 10%
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power penalty to the AG+ECC configurations. AG+ECC reduces DRAM
power by 7% to 21% in most applications, and 14% on average. DRAM power
actually increases for GUPS, but that is a result of the much higher performance

obtained; efficiency is significantly improved as discussed below.

CGgub-rankea +ECC, though the sub-ranked memory system was sug-
gested for better energy efficiency, shows increased traffic and DRAM power
consumption. This is mainly due to the cost of accessing redundant informa-
tion; narrow access width in CGgup-rankea+ECC necessitates high redundancy.
FG+ECC, on the other hand, is effective in reducing traffic in most cases.
FG+ECC, however, generates more traffic than AG+ECC. This is, again, due
to ECC traffic; when spatial locality is high, coarse-grained accesses not only
reduce miss rate but also minimize traffic including ECC. Though FG+ECC
can minimize DRAM power consumption, since it touches only the necessary
data, the reduced DRAM power consumption in FG+ECC does not neces-
sarily lead to better performance or power efficiency as we show in the next

paragraph.

Throughput and Power Efficiency. Figure 6.7(a) shows the system
throughput of CG+ECC, CGgup-rankea+ ECC, FG+ECC, and AG+ECC. Over-
all, AG+ECC improves system throughput significantly: more than 130% in
GUPS, 30% to 70% in mst, em3d, SSCA2, canneal, and Linked List, and 44%

on average (22% on average excluding micro-benchmarks).

The results also show the advantage of adapting granularity compared

to just using one of the mechanisms AGMS relies on fine-grained access (FG+ECC)
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Figure 6.7: 4-core system throughput and power efficiency.

and memory sub-ranking (CGgyp-ranked+ECC). Even in these applications that
can benefit from fine-grained access, AG+ECC consistently matches or out-

performs FG+ECC.

We also evaluate applications with high spatial locality in Figure 6.8.
As expected, when most pages are coarse-grained, AG+ECC does not de-
grade performance when compared to CG+ECC. The one exception is bzip2,
which shows a very minor degradation, again as a result of inaccurate profil-
ing. FG4+ECC, on the other hand, degrades system throughput significantly:

17% in 1libquantum, 34% in bzip2, 36% in OCEAN, 50% in streamcluster, and
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Figure 6.8: Applications with high spatial locality.

48% in STREAM. 1bm is the only case that FG+ECC improves throughput (7%).
Though 1bm has very high DRAM page hit rate (82.6%), 1bm references fewer
than 4 words per cache line on average; hence, the FG scheme (FG+ECC),

with lower total traffic, can slightly improve performance.

We also show that sub-ranking alone (CGgup-rankea+ECC) significantly
impacts performance because access latency increases as it takes longer to
transfer a coarse-grained cache line into the cache over a narrower channel.
This effect is pronounced in our system configuration that has limited latency

hiding with only a single thread per core.

MIX-3 and bzip2 are the only experiments we ran in which performance
degraded with the AG scheme, but the degradation is less than 4%. In bzip2,
most memory accesses fall within coarse-grained regions so AG+ECC practi-
cally do not affect execution (degrade throughput by less than 4%). MIX-3
suffers a more apparent performance degradation. This is most likely because
of unfair DRAM scheduling between the applications. The performance of mcf

is degraded, but that of mst is improved. In the meanwhile, the performance
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of libquantum and bzip?2 results almost remained unchanged. This is because
mst has a relatively high DRAM page hit rate compared to mcf (40.5% vs.
19.1%). Since the FR-FCFS scheduling policy used in our memory controller
tries to maximize memory throughput, mst’s requests are favored over those
of mcf, leading to unfair resource allocation between mcf and mst. We believe
that combining the adaptive granularity scheme with a better scheduling mech-
anism that provides fairness, such as parallelism-aware batch scheduling [86],
can overcome this inefficiency in MIX-3. Note that AGMS does improve the
performance of MIX-D in the 8-core simulation (see Section 6.4.3). MIX-D
has two instances of each application of MIX-3, and AG+ECC improves per-

formance when relative off-chip bandwidth is more scarce.

Recall that AGMS allows every page to have its own granularity. Hence,
we can nullify all performance degradation; the OS can override the granularity
hint if it suspects an increase in unfairness. The OS can set fine-grained regions

in a more conservative way or even use only coarse-grained accesses.

We report the system power efficiency in terms of throughput per unit
power (including cores, caches, and DRAM) in Figure 6.7(b). With reduced
DRAM power consumption, AG+ECC improves the system power efficiency
except in MIX-3. AG+ECC improves efficiency by 46% on average (24%
excluding micro-benchmarks). The AG scheme degrades the throughput per
power of MIX-3 by only less than 2%, which is due entirely to the 10% DRAM
power penalty we conservatively added to account for the register/demux. In

many current systems that are coarse-grained only, however, registered DIMMs
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Figure 6.9: 4-core system throughput and power efficiency (non-ECC).

are already used for higher capacity. Compared to such systems, we do not

expect any degradation in efficiency.

Note that we use power efficiency rather than a metric such as energy-
delay product (EDP) because of our multi-programmed simulation method-
ology. All applications continue to run until the slowest-running application
completes, and thus the amount of work varies from one configuration to an-
other. Keep in mind that this is only for measuring power consumption, and
the statistics for a specific core freeze when a core executes a fixed number of

instructions so that the IPC comparison is based on the same number of in-
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Table 6.5: Application mix for 8-core simulations.

MIX-A | mcf x4 omnetpp x4
MIX.B SSCA2 X2 mcf X2

omnetpp X2 mst X2

SSCA2  mcf omnetpp mst
MIX-C astar  hmmer 1bm bzip2
MIX-D libquantum X2  hmmer X2

mst X2 mcf X2

structions across different configurations. We believe our approach is the most
appropriate for our analysis. Alternative approaches, such as FIESTA [51],
propose that in each experiment the same number of instructions is executed.
Thus, the amount of work does not vary across experiments, allowing energy
comparison. In FIESTA, however, the longest job runs alone at the end of
a simulation, monopolizing shared resources such as shared caches and main
memory. Because contention for shared memory resources is the crux of our

research, applications running alone will skew the results.

We also present the throughput and the overall power efficiency of
non-ECC configurations in Figure 6.9. While overall tendency is the same
as the results of ECC configurations, AG shows even further gains: 61% in
throughput and 67% in power efficiency on average (34% and 40% excluding
micro-benchmarks). Note that we use the same profiler designed for AG+ECC,
showing that AGMS is not sensitive to the profiler designs; using sub-optimal
profiler in AG still provides significant gains in most applications. Further-
more, based on the improvements in FG and FG+ECC, simple per-thread
decision (either all coarse-grained or all fine-grained) in the AGMS will lead

to better performance and efficiency than coarse-grain-only baseline.
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Figure 6.10: 8-core system throughput.

6.4.3 8-core Cycle-Based Results

This section presents results from 8-core system simulations. Systems
with more cores are likely to have more memory channels, but we evaluate
an 8-core system with a single channel. We chose this configuration because
we expect systems in the future to generally have a lower memory bandwidth
versus overall core arithmetic throughput. We use 8 replicas of an application

(suffix x8) as well as application mixes (Table 6.5).

The results of 8-core simulations (Figure 6.10) show similar trends to
those of 4-core systems. The performance and power gains, however, are higher
in the more bandwidth-constrained 8-core configurations. Performance is im-
proved by 85% (59% excluding micro-benchmarks) with AG+ECC. Though we
do not show, AG (without ECC) shows further gains of 116% throughput im-
provement (87% excluding micro-benchmarks). Reductions in DRAM power
consumption and traffic are similar to those in the 4-core experiments. In fu-

ture systems, where off-chip bandwidth will be severely limited, it is likely that
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virtually all applications will be bandwidth-bound; hence, we expect AGMS,

which utilizes off-chip bandwidth more efficiently, to be even more beneficial.

6.5 Related Work

Caches. While orthogonal to our research on adaptive memory access granu-
larity, work on cache architectures that support fine-grained data management
is a necessary component of our design. These architectures provide mecha-
nisms to maintain valid and dirty information at a granularity finer than just

an entire cache line.

We already discussed the sector cache [75] in Section 3.3.2. The de-
coupled sectored cache [104] and a pool-of-sectors cache [97] refine the sector
design and enable more elastic mapping between sectors and tags to reduce
the miss rate of a sector cache. The dual cache [45] uses two L1 caches, one
with large line size and the other with small line size. Similarly, the adap-
tive line size cache [120] gradually changes cache line size. Other techniques,
spatial footprint prediction [67] and spatial pattern prediction [32], utilize a
hardware predictor to reduce fetch traffic between L1 and L2 or to save leak-
age power by applying power-gating to the subblocks that are predicted to
be non-referenced; and the line-distillation cache [93] splits the LLC into a

line-oriented cache and a word-oriented cache.

These techniques assume that off-chip memory can be accessed with
fine granularity, which is unfortunately no longer true because modern DRAM

systems evolved to provide high bandwidth with coarse access granularity.
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Our adaptive granularity memory system re-enables these fine-grained cache-
management techniques. AGMS can be combined with any fine-grained cache-
management technique, and in this dissertation we use a “sector cache” as a

simple example.

DRAM Systems. As reviewed in Section 3.3.1, there are several pro-
posals that can enable fine-grained accesses in modern DRAM systems. The
many-narrow-channels approach such as Cray Black Widow [11] provides high
throughput for fine-grained accesses, but is inherently expensive due to ABUS
pin and redundancy overheads. The sub-ranked DRAM systems are also pro-
posed and studied: Rambus’s micro-threading [124] and threaded memory
module [8,125]; HP’s MC-DIMM [13, 14]; Mini-rank memory system [140]; and
Convey’s S/G DIMM [25]. Most of these proposals focus on energy efficiency
of coarse-grained accesses by mitigating the “overfetch” problem. Though
slightly discussed in [13,25,124], to the best of our knowledge, we provide the
first quantitative evaluation of sub-ranked memory systems for fine-grained

access and ECC support.

Other Related Work. Our adaptive granularity memory system is closely
related to the Impulse memory controller [136] that uses a shadow address
space to provide the illusion of contiguous data for non-unit stride or indexed
gather/scatter accesses. The Impulse memory controller translates a shadow
address to potentially multiple physical addresses, and then collects multiple
fine-grained data blocks to form a dense coarse-grained data block, reduc-

ing traffic on the bus between the cache controller and the off-chip memory
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controller. Unfortunately, on chip memory controllers in recent architectures
as well as ever-increasing memory access granularity neutralize Impulse’s ad-
vantages. Moreover, it is unclear how to support both fine-grained memory

accesses and ECC with Impulse.

Similar to the tradeoff between storage efficiency and fine-grained through-
put presented in this dissertation, RAID-Z implemented in the ZFS file sys-
tem [5] uses different reliability schemes for stores with varying granularities.
RAID-Z, however, has completely different management mechanisms and char-

acteristics because it deals with the much larger data blocks of hard disk drives.

6.6 Summary

We present a novel architecture that enables a tradeoff between stor-
age efficiency and fine-grained throughput and power efficiency. The adaptive
granularity memory system (AGMS) utilizes finite off-chip bandwidth more
efficiently: Fine-grained memory access minimizes off-chip traffic and reduces
DRAM power consumption by not transferring unnecessary data, while also in-
creasing concurrency in memory accesses and improving performance; coarse-
grained memory access minimizes control and redundancy overheads and can
potentially reduce miss rate. In 4-core systems, AGMS, even with higher ECC
overhead, improves system throughput and power efficiency by 44% and 46%
respectively. It also reduces memory power consumption and traffic by 14%
and 66%. AGMS, though we design it for ECC-enabled memory systems,

is also beneficial for non-ECC memory systems and provides further gains:
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Throughput improvement is 61%; and power efficiency gain is 67%. When off-
chip bandwidth is more constrained, as in our 8-core configurations, AGMS
is even more beneficial and important: System throughput increases are 85%
with ECC and 116% without ECC. Thus, we conclude that adapting access
granularity will be more effective in future systems, where off-chip bandwidth
is relatively scarce. Note that these promising results were obtained with a
very rough profiler for determining the preferred granularity. We expect to
improve on this work by developing more sophisticated heuristics, utilizing

more programmer knowledge, and studying dynamic adaptivity.
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Chapter 7

Conclusions and Future Research Directions

This dissertation presents and evaluates a set of memory resiliency
mechanisms. We demonstrate that the proposed mechanisms reduce on-chip
cache area and power consumption as well as improve system-wide energy effi-
ciency with minimal impact on performance. Also, the proposed mechanisms
are flexible so that the error tolerance level and access granularity can be tuned

to dynamic user, system, and environmental demands.

The key to the efficient and flexible resiliency mechanisms are (i) two-
tiered protection that minimizes the common case resiliency penalty, and
(ii) virtualizing redundant information that decouples data and its associ-
ated ECC, allowing dynamic adaptation of error tolerance levels and access

granularities.

Two-tiered LLC protection. Two-tiered protection, introduced in Sec-
tion 3.1, is a generalization scheme of previously proposed decoupled error de-
tection/correction [64,71,99]. Two-tiered protection splits the common case
error detection/light-weight error correction and the uncommon case error cor-
rection. The uniform T1EC provides simple and efficient error detection (or

light-weight error correction), while the T2EC provides strong error correc-
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tion capability. Furthermore, we store the T2EC within memory namespace

to avoid dedicating resources to the T2EC.

In Chapter 4, we apply two-tiered protection with virtualized T2EC to
LLC protection and develop Memory Mapped ECC (MME) and ECC FIFO.
Both mechanisms saves on-chip area and power by 15 — 25% and 9 — 18%),
respectively, while performance penalty is only 0.7% on average. Two-tiered
LLC protection is flexible in choosing ECC codes, and even very strong ECC
codes can be used at low area and power overheads. We describe a set of

example two-tiered ECC codes and show the error protection tradeoffs also.

Virtualized Redundant Information. Virtualizing redundant informa-
tion is introduced in Section 3.2 and allows single hardware to use different

ECC schemes based on user, system, and environmental demands.

In Chapter 5, we develop Virtualized ECC (V-ECC) for chipkill-correct
level main memory protection. We augment the virtual memory interface to
store all or part of redundant information within memory namespace itself.
The simpler T1EC, with the virtualized T2EC, relaxes DRAM module design
constraints so that more energy efficient, wider, DRAM configurations can be
used for chipkill-correct. We show that V-ECC can improve system energy
efficiency by 12%, while performance impact is only 1 — 2%. We also develop
V-ECC with Non-ECC DIMMs, enabling memory protection in low-cost or

performance-oriented platforms.
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Another key advantage with V-ECC is the flexible and adaptive error
tolerance level. With the virtualized T2EC, it is possible to use different
ECC for different memory pages. As a result, we avoid unnecessary cost for

reliability by adapting the error tolerance level.

Adaptive Granularity. One of the limitation with uniform ECC is that the
ECC code determines memory access granularity, and typically we use coarse-
grained accesses to amortize ECC overhead over a large data block. We present
that this coarse-grain-only system squanders two important resources: Off-
chip bandwidth is wasted, and unnecessary power is consumed for transferring

unused data bits.

In Chapter 6, we develop the adaptive granularity memory system
(AGMS) that can adapt memory access granularity according to application
memory access patterns. AGMS relies on virtualizing redundant informa-
tion to enable ECC support for fine-grained accesses and employ sub-ranked
DRAM and the sector cache described in Section 3.3. AGMS achieves 44%
higher throughput and 46% better power efficiency than conventional coarse-
grain-only systems in a 4-core CMP. In future CMP systems, where off-chip
bandwidth is more scarce, AGMS provides even better system efficiency, while

providing memory resiliency.

7.1 Future Research Directions

The key mechanisms, we develop in this dissertation, can be applied to

other architectures, even for different purposes, and we present the short-term
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future work in Section 7.1.1. Also, dynamically tunable resiliency is important
and necessary in future power-limited systems, and we describe the long-term

future work on system-level dynamic tunable resiliency in Section 7.1.2.

7.1.1 Extending the Proposed Resiliency Mechanisms

We plan to apply the proposed resiliency mechanisms to other architec-
tures. This includes two-tiered protection for low-V ¢ caches and GPU on-chip
memory, V-ECC for GPU main memory and emerging non-volatile memory
(NVRAM), applying V-ECC mechanisms for managing generic meta-data, and
AGMS for vector/GPU architectures.

Two-Tiered Protection for Low-Vcc Caches. Recent proposal on low
Ve caches reduce error margins to save energy consumption. This, however,
makes many memory cells, which operate correctly under nominal V¢, faulty

in low-V e mode, appearing as random bit errors.

We can design two-tiered protection for low-Voc caches; the T1EC
detects many random-bit errors and correct small number of errors for the
common case accesses, while the T2EC, off-loaded to main memory namespace,
can handle the uncommon case of TIEC DUE. With the T2EC off-loaded to
main memory, the two-tiered approach can mitigate the overhead of prior

solutions in low-V ¢ caches.

Two-Tiered Protection for GPU On-Chip Memory. Graphics process-
ing units (GPUs) are already being used as compute accelerators, and memory

protection is essential for integrating GPUs in larger high-end systems. For
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instance, NVidia’s Fermi GPU [89] implement uniform ECC for on-chip mem-
ory. As we discussed in Section 2, this uniform ECC dedicates storage and
bandwidth to redundant information, yielding lower system efficiency. For in-
stance, uniform SEC (single bit-error correcting) code at a 32-bit granularity

requires 22% static storage overhead.

With two-tiered protection, we can accommodate only the T1EC uni-
formly (1-bit parity per 32-bit data word) and store the SEC T2EC in main
memory namespace. Although GPU on-chip memory does not maintain dirty
words explicitly, the compiler can help identify dirty words in the explicitly
managed GPU on-chip memory so that we can write-back only dirty word

T2EC to main memory.

V-ECC for GPU Memory. Main memory for GPU is high-bandwidth
memory products (such as GDDR5), where the dedicated storage for ECC is
not available. V-ECC for Non-ECC DIMMSs can be straightforwardly applied

and enable memory protection in GPU systems.

Already, NVidia’s Fermi [89] supports SEC-DED protection with GDDR5
memory, and we believe that the mechanism is quite similar to the technique
we present in Section 5, but without adaptivity. We argue that SEC-DED
(and static in-memory ECC) is not enough for GPU systems. Unlike general
purpose systems, GPU systems do not utilize memory modules so the entire
card needs to be replaced if only a single memory device fails (or manifests
any intolerable hard failures). Hence, more stringent protection mechanisms

(e.g., chipkill-correct) are required in GPU systems eventually to maintain
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low cost and high availability. Supporting chipkill-correct level redundancy
in GPUs, however, will significantly degrade system efficiency. The flexible
memory protection enabled with V-ECC can allow GPU systems to support
just the required error tolerance level. In essence, the cost of chipkill-correct
is only be incurred after a memory device fails, enabling graceful performance

degradation at low cost.

V-ECC for Emerging NVRAM. V-ECC can also protect emerging NVRAM
such as phase-change memory (PCRAM) or memristors. This new memory
technology has finite write-endurance so tolerating hard failures is a challenge.
V-ECC can dynamically adapt error tolerance levels to NVRAM wear-out
status; only minimal protection is applied to brand new devices, maximiz-
ing performance, while the error tolerance levels are increased as necessary to

NVRAM wear-out status.

V-ECC Mechanism for Generic Meta-Data Storage. Recently, there
have been proposals leveraging meta-data [19,40,47,114,121, 128] in memory
systems for security, concurrency checking, directory-based cache coherency,
and safety checking. Like uniform ECC, we can accommodate meta-data along
with data in dedicated DRAM chips. This, however, not only is inefficient but

also requires custom memory modules for storing uniform meta-data.

The mechanisms presented in Section 5 is general enough to manage
any meta-data in memory systems. We can virtualize meta-data within mem-
ory namespace, similar to V-ECC; this allows any form of meta-data and

selectively enable/disable different meta-data for user demands.
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AGMS for Vector/GPU Architectures. In applications running on
vector processors or GPUs, the off-chip bandwidth is often the bottleneck.
Also, these applications leverage gather/scatter memory operations to handle
irregular patterns in a regular SIMD datapath. Thus, AGMS can naturally
fit to these high-throughput computing platforms, where both better off-chip

bus utilization and reliability are necessary.

7.1.2 Dynamically Tunable Resiliency

In this dissertation, we focus on hardware frameworks that enable flex-
ible and tunable resiliency mechanisms and evaluate the potential of this ap-
proach. The unique combination of two-tiered protection and virtualizing
redundant information enables new tradeoffs between cost, error tolerance,
and performance. Importantly, these new tradeoffs can be tuned at runtime
to meet dynamically changing reliability needs. In future research, we will
develop runtime support for the adaptive/tunable protection and study how

applications exploit dynamically tunable resiliency.

One research direction is to design a runtime module that monitors
system wear-out status or soft error rates; this runtime module sets the default
error tolerance level and takes the reliability demands from applications so
that the system operates at optimal energy efficiency, while guaranteeing the

required reliability.

Another research direction is to augment programming languages to

embrace error tolerance and access granularity. This can be achieved by adding
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annotations to exiting programming languages or overload runtime support
functions. Then, the programmer can request the required error tolerance

level and the preferred access granularity for each memory object or region.

Finally, we can exploit the adaptive error tolerance levels for mitigating
the reliability cost in large-scale computing platforms. Currently, such systems
implement periodic co-ordinated checkpointing and roll-back to the previous
checkpoint upon an error. This overhead of taking periodic checkpointing is
increasing and predicted to be unacceptably high in future systems. With
adaptive resiliency, we can selectively increase error tolerance levels of nodes
that suffer frequent errors. Even with increased checkpointing periods, the
nodes with stronger error tolerance can make progress, by tolerating errors

rather than rolling-back to a checkpoint.
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